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A Hybrid Deterministic-Machine Learning
Framework for Band width-Efficient DDoS
Detection in loT Networks

Mugerwa Joseph?, Kitumba David® & Udosen Alfred Akpa®

ABSTRACT

The spread of Internet of Things (IoT) devices
has significantly expanded the attack surface for
Distributed Denial-of-Service (DDoS) threats,
exposing resource-constrained gateways to
bandwidth exhaustion and service disruption.
While machine learning (ML)-based detection

systems achieve strong accuracy, their
computational cost renders them impractical for
IoT environments. Conversely, lightweight

deterministic filters provide efficiency but lack
adaptability to evolving attack strategies. This
study presents a Hybrid Deterministic—Machine
Learning (HD-ML) framework that integrates
deterministic  packet verification with
lightweight supervised classifiers to achieve both
scalability and adaptability. The framework
filters trivially malicious traffic at the gateway
and forwards only residual ambiguous flows for
ML-based classification. Using NS-3 simulations,
we generated a dataset of over 100,000 packets,
extracted flow-level features, and evaluated
multiple classifiers including Decision Tree,
Naive Bayes, Logistic Regression, Random
Forest, and Support Vector Machine (SVM).
Results demonstrate that the HD-ML framework
achieves an overall detection accuracy of 98.8%
with a false positive rate as low as 0.8%,
significantly out performing standalone
deterministic or ML-based approaches. Among
the classifiers, SVM exhibited the highest
performance with a perfect ROC-AUC score of
1.0 and an F1-Score of 0.926, confirming its
suitability for residual traffic analysis. The
proposed framework therefore offers a
bandwidth-efficient, = computationally  light
weight, and adaptive defense mechanism for
real-time DDoS mitigation in IoT networks.
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I INTRODUCTION

The exponential growth of the Internet of Things
(IoT) has created a vast ecosystem of
interconnected devices that underpin critical
infrastructures, smart homes, healthcare systems,
and industrial applications. By 2030, it is
estimated that over 29 billion IoT devices will be
deployed globally, many of which will operate
under constrained computational and power
resources [1], [2]. While this proliferation offers
tremendous societal and economic benefits, it
simultaneously expands the cyber- attack surface,
making IoT environments attractive targets for
large-scale Distributed Denial- of-Service (DDoS)
campaigns [3], [4].

DDoS attacks exploit vulnerabilities in network
protocols and device configurations to overwhelm
services with illegitimate traffic, resulting in
bandwidth depletion, service disruption, and in
some cases, cascading failures across dependent
infrastructures [5], [6]. The Mirai botnet attack of
2016 demonstrated the destructive potential of
IoT-driven = DDoS, where thousands of
compromised cameras and routers were
harnessed to bring down large portions of the
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Internet [7]. Since then, DDoS-for-hire services
have made such attacks more accessible, enabling
even low-skilled actors to launch sophisticated
volumetric and protocol-based attacks [8].

Existing DDoS detection and mitigation strategies
broadly fall into three categories: threshold/
entropy- based monitoring, machine learning
(ML)- driven anomaly detection, and
deterministic lightweight filtering, [9], [10], [11].
Threshold-based approaches are simple to deploy
but prone to false alarms, especially under
dynamic traffic conditions [10]. ML-based
methods, particularly those leveraging deep
learning models such as LSTM and GRU
networks, demonstrate strong accuracy (often
>95%) but require extensive labeled datasets and
computational  resources, = making them
unsuitable for real-time IoT edge deployments,
[6], [12]. Deterministic approaches, by contrast,
are lightweight and efficient but often limited in
scope to specific protocols or attack types. For
instance, [13] introduced a  Message
Authentication @ Code (MAC)-based ICMP
verification algorithm that successfully detected
bandwidth- depleting DDoS attacks with
negligible overhead. However, its focus on ICMP
traffic leaves other vectors, such as TCP SYN and
UDP floods, insufficiently addressed.

This gap highlights the need for hybrid solutions
that combine the efficiency of deterministic
methods with the adaptability of ML classifiers,
particularly in  resource-constrained  IoT
environments. Such an approach allows
deterministic filtering to quickly eliminate
spoofed and obviously malicious traffic, while
residual suspicious flows can be subjected to
lightweight =~ ML-based  classification  for
fine-grained detection. By leveraging both layers,
hybrid frameworks can achieve improved
accuracy and reduced false positives without
overburdening IoT gateways.

In this study, we propose a Hybrid
Deterministic-Machine Learning Framework
tailored for bandwidth- efficient DDoS detection
in IoT networks. The framework integrates MAC-
based packet verification with lightweight ML
classifiers (Decision Trees, Logistic Regression,

Support Vector Machine, Random Forests and
Naive Bayes) to detect diverse attack vectors,
including ICMP floods, TCP SYN floods, and
UDP-based volumetric attacks. Simulation
experiments conducted in NS-3 evaluate the
framework’s detection accuracy, false positive
rates, resource utilization, and latency overhead.
The results are benchmarked against
deterministic-only and ML-only Dbaselines,
demonstrating the hybrid model’s suitability for
IoT gateway deployment. This work contributes a
practical, scalable, and adaptive security
mechanism that balances accuracy and efficiency
in defending IoT infrastructures against evolving
DDoS threats.

ll.  LITERATURE REVIEW
2.1 DDoS Threat Landscape in loT Networks

The IoT ecosystem is uniquely vulnerable to
DDoS attacks due to its massive scale,
heterogeneity, and limited device security [2], [3].
IoT-driven botnets such as Mirai and Persirai
have been widely documented as platforms for
launching large-scale volumetric attacks that
disrupt services ranging from cloud applications
to critical infrastructure [4], [7]. Recent studies
emphasize that IoT-based DDoS attacks are not
only increasing in frequency but also evolving
toward multi-vector strategies that combine
ICMP floods, TCP SYN floods, and UDP
amplification, [8], [14].

The low computational power and insecure
configurations of IoT devices make them easy to
compromise and incorporate into botnets [15],
[16]. Moreover, the wuse of lightweight
communication protocols such as MQTT and
CoAP further expands the attack surface, as they
are often deployed without robust security
measures[17].

2.2 Deterministic Approaches to DDoS Detection

Deterministic and rule-based methods focus on
protocol-level verification or statistical signatures
of abnormal traffic. Threshold-based approaches
monitor traffic rates and trigger alerts when
anomalies exceed predefined limits [10]. While
efficient, these techniques are highly sensitive to

A Hybrid Deterministic—Machine Learning Framework for Band width-Efficient DDoS Detection in Iot Networks
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dynamic traffic patterns and often yield high false
positive rates [5].

Entropy-based methods assess the randomness of
traffic distributions to identify anomalies[18].
However, they struggle with stealthy, low-rate
attacks that mimic legitimate traffic patterns.
More recently, [13] proposed a lightweight
MAC-based ICMP verification algorithm that
achieved an 88.9% detection accuracy with zero
false positives. Although effective for ICMP-based
bandwidth  depletion,  this  method is
protocol-specific and less effective against TCP or
UDP floods.

2.3 Machine Learning-Based Approaches

Machine learning has been widely applied in
DDoS detection due to its capacity to model
complex patterns in traffic data and adapt to new
attack behaviors. Supervised models such as
Decision Trees, Random Forest, and Support
Vector Machines (SVM) have demonstrated
effectiveness in classifying benign versus
malicious traffic in IoT datasets, [19], [20].
Random Forest, in particular, has shown
robustness in handling imbalanced data
distributions common in network traces [21].
However, these models often require feature-rich
datasets and may not scale efficiently in real-time
IoT environments [22].

Unsupervised methods such as clustering and
Principal Component Analysis (PCA) offer the
advantage of not requiring labeled datasets [23].
These techniques are useful for anomaly detection
in dynamic IoT networks, though they may suffer
from higher false positive rates under high-
variability traffic conditions.

Deep learning approaches have also gained
attention, particularly Convolutional Neural
Networks (CNNs), Recurrent Neural Networks
(RNNs), and hybrid CNN-LSTM architectures
[24], [25]. These methods outperform traditional
ML in accuracy, often surpassing 98% detection
rates on benchmark datasets [6]. However, their
high computational cost, reliance on GPU
acceleration, and need for large training sets
render them impractical for deployment at IoT
gateways, where resources are scarce [26]. This

mismatch underscores the necessity of lighter
models tailored for constrained environments.

2.4 Hybrid Approaches and Emerging Trends

Hybrid detection frameworks have emerged as a
promising avenue to balance efficiency and
adaptability. For example, [27] proposed a hybrid
entropy—SVM approach, where entropy filtering
reduced data volume before SVM classification.
While effective, their model introduced latency
unsuitable for real-time IoT applications. [28]
combined statistical profiling with Random
Forest classifiers, demonstrating improved
accuracy but still incurring considerable
processing overhead.

In the IoT context, hybrid methods often leverage
deterministic filters at the edge to reduce traffic
noise, while ML algorithms provide adaptive
classification of residual traffic [29]. This
two-layer approach shows promise, but most
implementations still rely on computationally
heavy ML models that strain gateway devices
[21].

Beyond ML, SDN-assisted frameworks offer
centralized traffic visibility and dynamic
mitigation strategies [11], [30]. Yet, their reliance
on controller communication can introduce
additional bottlenecks and single points of failure
in  distributed IoT  deployments [31].
Blockchain-based frameworks, on the other hand,
aim to enhance trust and decentralization by
maintaining immutable records of attack
signatures [32]. While conceptually attractive,
blockchain’s storage and latency overhead limits
its suitability for latency-sensitive IoT contexts

[33].

Overall, while hybrid solutions point in the right
direction, there remains a lack of models that
intentionally combine deterministic filters with
lightweight ML classifiers optimized for IoT
gateways.

A Hybrid Deterministic—Machine Learning Framework for Band width-Efficient DDoS Detection in Iot Networks
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2.5 Research Gap

From the surveyed literature, several gaps emerge
that motivate this study:

1. Over-reliance on heavy ML models: While
deep learning methods achieve high accuracy,
their computational requirements far exceed
what IoT gateways can support [22], [26].

2. Protocol-specific ~ deterministic  methods:
Lightweight approaches like MAC-based
verification [13] or entropy checks [10] are
efficient but too narrow, often addressing only
one protocol vector (For example., ICMP
floods) and failing against multi-protocol

attacks.
3. Insufficient  lightweight  hybridization:
Current hybrid frameworks often pair

deterministic filters with heavy ML models
[27], [28] limiting deployment in IoT
networks. Few works explore decision-trees,
Support Vector Machine (SVM) and Naive
Bayes models, which can strike a balance
between adaptability and efficiency.

4. IoT-specific constraints largely ignored:
Many studies focus on cloud or enterprise
networks, while IoT scenarios introduce
unique challenges: constrained gateways,
lightweight communication protocols, and
large-scale heterogeneity [15], [17].

This study addresses these gaps by proposing a
Hybrid Deterministic—-ML framework that (i)
employs deterministic inspection for fast spoofed
or malformed packet filtering, and (ii) evaluates a
set of lightweight ML classifiers including
Decision Trees, Naive Bayes, Logistic Regression
and SVM to handle residual suspicious flows
across multiple protocols. Notably, our
experiments demonstrate that SVM provides
superior detection performance while remaining
computationally feasible, making the hybrid
design particularly well suited for IoT gateways.
The framework therefore optimizes for bandwidth
efficiency, detection accuracy, and low
computational overhead, a combination missing
in most current solutions.

. PROPOSED FRAMEWORK

This study introduces a hybrid
deterministic—machine learning (HD-ML)
framework for detecting and mitigating

Distributed Denial-of-Service (DDoS) attacks in
Internet of Things (IoT) networks. The
framework integrates the efficiency of lightweight
deterministic heuristics with the adaptability of
supervised machine learning models, forming a
two-tier defense system that is computationally
practical for resource- constrained IoT gateways.
Unlike prior approaches that depend exclusively
on static filtering rules or high-complexity
classifiers, the HD-ML framework prioritizes
scalability by eliminating trivially malicious traffic
deterministically and forwarding only the
residual, ambiguous traffic for fine-grained
classification. This dual-layer design addresses
the persistent challenge of balancing resource
efficiency with detection accuracy in IoT
environments [13], [26].

3.1 Deterministic Layer

The first line of defense in the proposed
framework is a deterministic packet inspection
layer implemented at the gateway node. This
layer applies rapid, rule-based checks designed to

filter  packets  with  clearly = abnormal
characteristics.  Specifically, the following
heuristics are enforced:

1. IP wvalidation: Packets originating from

reserved addresses (For example., 0.0.0.0) or
loopback ranges are immediately dropped.

2. Packet size checks: Packets exceeding a
predefined threshold (For example., MTU >
1500 bytes) are flagged as suspicious and
discarded.

3. Rate-based anomalies: Simple modular
checks (For example., packet size divisibility
patterns) act as lightweight filters to flag
abnormal traffic flows.

Packets that pass these checks are forwarded
directly to the server, while definitively invalid
packets are discarded. Critically, packets that
cannot be conclusively classified and termed as
residual traffic and are passed along to the
machine learning layer. This design choice

A Hybrid Deterministic—Machine Learning Framework for Band width-Efficient DDoS Detection in Iot Networks
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reduces the likelihood of false positives, a
common drawback of purely deterministic
schemes that may mistakenly block legitimate IoT
traffic during benign surges [5], [10].

3.2 Machine Learning Layer

The second layer of the framework consists of
supervised machine learning classifiers trained on
features extracted from residual traffic. Unlike
deep learning methods, which are
computationally prohibitive in IoT gateways, the
chosen models balance detection accuracy and
interpretability while remaining lightweight. The
classifiers evaluated include:

1. Logistic Regression, for its simplicity and
interpretability.

2. Random Forests, for capturing nonlinear
feature interactions and offering feature
importance rankings.

3. Support Vector Machines (SVMs), for their
robustness in high-dimensional spaces and
their demonstrated superior detection
performance in this study.

Residual packets are transformed into feature
vectors using a Python-based extraction pipeline.
Extracted features include packet size
distributions, inter-arrival times, per-source
sending rates, and entropy of source addresses.
These features have been shown in prior studies
to be reliable indicators of malicious behavior
while remaining computationally tractable [21],

[23].

3.3 Integration Flow

The integration of the deterministic and machine
learning layers creates a cohesive traffic analysis
pipeline. Inbound traffic first undergoes
deterministic inspection, where large volumes of
spoofed or malformed packets are immediately
eliminated. Only the smaller fraction of
inconclusive traffic is forwarded for feature
extraction and ML-based classification. This
selective processing reduces the computational
burden typically associated with machine learning
detection systems while preserving high detection
accuracy.

Furthermore, the framework incorporates a
feedback mechanism, where patterns consistently
identified by the ML models as malicious can be
progressively integrated into the deterministic
ruleset. This adaptive learning process ensures
that the framework improves incrementally over
time, reducing the chance of adversaries
exploiting repeated evasion strategies.

Through this hybridization, the HD-ML
framework strikes a balance between efficiency,
adaptability, and scalability, making it
particularly well-suited for deployment in
resource-constrained IoT networks.

An overview of the architecture is depicted in
Figure 1, which illustrates the flow of data from
IoT devices to the server through the gateway. At
the gateway, the deterministic layer acts as the
initial filter, forwarding legitimate traffic directly
while discarding conclusively spoofed packets.
Residual traffic is routed through the feature
extractor and subsequently analyzed by the ML
classifier, which determines whether to forward
the packet to the server or to drop it as malicious.
Logs are maintained at both layers for
accountability, training updates, and system
evaluation. The modular nature of this design
allows for deployment flexibility, ensuring that
even under resource-constrained conditions the
gateway can sustain robust defense against
volumetric and stealthy DDoS attacks.

A Hybrid Deterministic—Machine Learning Framework for Band width-Efficient DDoS Detection in Iot Networks
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Figure 1: Proposed Hybrid Deterministic — ML Framework

In summary, the proposed framework addresses a
critical gap in existing literature and practice.
While deterministic approaches offer speed but
lack adaptability, and machine learning models
offer adaptability but often exceed resource
budgets, the Hybrid Deterministic - Machine
Learning (HD-ML) framework harmonizes both
paradigms in a layered architecture that is
explicitly optimized for IoT networks. By doing
so, it not only enhances detection accuracy and
efficiency but also ensures scalability, resilience,
and suitability for real-world deployments where
IoT gateways are expected to secure
heterogeneous devices under continuous threat.

V.  MATHEMATICAL MODEL AND
ALGORITHM

The mathematical formulation of the proposed
Hybrid Deterministic—Machine Learning
(HD-ML) framework provides a rigorous
foundation for evaluating its operational
dynamics. This section models packet flow
through the deterministic and machine learning

layers, defines the probability measures
associated with classification decisions, and
presents the detection algorithm. The

formalization ensures both theoretical clarity and
replicability in simulation.

4.1 System Representation

Let the incoming packet stream at the IoT
gateway be represented as

P={p1,p2,....pn} (1)

where each packet pi is characterized by a tuple
(2)

with IPsrc representing the source IP address,
MACsrc the source MAC address, proto the
protocol field (for example., ICMP, TCP, UDP),
size the packet size, tarr the arrival time, and f
the set of header flags.

pi = (IPsrc, MACsrc, proto, size, tarr, f)

Packets arriving at the gateway are sequentially
processed by the deterministic and machine
learning layers. Let the outcome of deterministic
inspection be defined as a decision function:

D(Pi) € {verified, dropped, residual} (3)

Where:

e D(pi) = verified if the packet passes IP-MAC
correlation and token validation,

e D(pi) = dropped if the packet is conclusively
spoofed or malformed, and

e D(pi)= residual if the
inconclusive.

verification is

4.2 Feature Mapping for ML Classification

For residual packets, a feature extraction function
¢ : pi — xi maps the packet into a feature vector:

Xi=(x1,x2,...xm) € R™

4)

where m denotes the number of extracted
features. Typical features include average packet
size, packet inter-arrival mean and variance,
entropy of source IP addresses, and burstiness
indices [21], [23].
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The machine learning classifier is modeled as a
hypothesis function

ho: R™ 20,1} (5)

where 4o (xi) = 1 denotes malicious classification
and #y(xi) = o denotes benign traffic.

The probability of classification is expressed as:
P(y=1]|Xi;o0)=fo(Xi) (6)

where f0 depends on the classifier type.

4.3 Hybrid Decision Function

The global decision function of the HD-ML
framework is therefore expressed as:

forward, if D(p;) = verified
H(p)) = { drop,  if D(p;) = dropped 7)
ML(¢(py)), if D(p;) = residual

where ML(¢(p1)) corresponds to the output of the
classifier hO(xi).

4.4 Performance Metrics

For evaluation, standard detection metrics are
defined:

1. Accuracy:
Acc=(TP+TN) /(TP + TN + FP + FN)

2. False Positive Rate (FPR):

FPR = FP / (FP + TN)
3. False Negative Rate (FNR)

FENR =FN / (FN + TP)
4. Detection Rate (DR):

DR =TP /(TP + EN)

where TP,TN,FP,FN represent the true positives,
true negatives, false positives, and false
negatives, respectively. These measures provide a
comparative basis against deterministic-only and
ML-only baselines [6], [9].

4.5 Algorithmic Description

The operational steps of the HD-ML framework
are outlined in Algorithm 1. Algorithm

1:  Hybrid  Deterministic—-ML  Detection

Framework
1. Input: Incoming packet stream P.
2. Foreachpi € P:
a. Apply deterministic verification D(p1).
b. If D(pi) = verified : forward pi.
c. Elseif D(pi) = dropped : discard pi and log.
d. Else if D(pi) = residual:

i.  Extract features xi = ¢(p1i).
ii.  Compute classification y = hO(x1).
iii. Ify=1:drop pi, else forward.

3. Output: Updated traffic stream with malicious
packets mitigated.

Figure 2 below summarizes the steps.
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Figure 2: Algorithm 1, HD-ML Detection Framework

4.6 Theoretical Complexity

The time complexity of deterministic inspection is
O(1) per packet, since MAC table lookup and
token verification can be achieved in constant
time. Feature extraction operates in O(m), where
m is the number of features. In IoT contexts, m
remains small (m < 20), limiting the overhead of
this stage.

For classification, Support Vector Machine (SVM)
inference dominates the cost of the ML layer.
With a linear kernel which is favored for
lightweight deployment, prediction operates in
O(m) per packet, comparable to Naive Bayes. For
non-linear kernels, complexity grows to O(s x m),
where s is the number of support vectors.

However, by applying model pruning and
dimensionality reduction, s can be constrained to
maintain tractability on IoT gateways.

Thus, the hybrid framework achieves bounded
linear = complexity  relative to  feature
dimensionality, with deterministic filtering
removing the bulk of spoofed traffic at negligible
cost and SVM efficiently classifying residual
flows. This ensures both scalability and deploy
ability under IoT resource constraints [20], [26].

V. EXPERIMENTAL SETUP

The experimental validation of the proposed
Hybrid Deterministic—Machine Learning (HD-
ML) framework was carried out using the
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network simulator NS-3 (version 3.37), chosen for
its ability to emulate packet-level interactions,
traffic dynamics, and scalability to IoT-scale
deployments while allowing integration with
external machine learning pipelines. This
environment enabled a realistic reproduction of
both legitimate IoT telemetry and multi-vector
DDoS attack traffic.

5.1 Simulation Topology
of four

The stmulated network consisted
categories of nodes:

1. IoT devices: twenty sensor nodes were
deployed, each generating periodic UDP
traffic to mimic heterogeneous IoT telemetry
streams (For example: environmental sensors
in smart homes).

2. Attacker nodes: between five and twenty
adversarial nodes were introduced across
experimental runs. They generated attack
traffic using multiple vectors, including ICMP
flooding, TCP SYN flooding, and UDP-based
volumetric floods.

3. IoT gateway: the central node responsible for
executing the HD-ML framework. The
gateway enforced deterministic heuristics
followed by machine learning—based
classification of residual traffic.

4. Application server: a single server node
representing the cloud endpoint targeted by
both legitimate and malicious traffic.

All ToT and attacker nodes were connected to the
gateway over 5 Mbps point-to-point links, while
the gateway maintained a 10 Mbps uplink to the
server. This asymmetric design mirrors practical
IoT deployments where the gateway serves as the
bandwidth bottleneck.

5.2 Traffic Model

o Legitimate traffic: 10T devices generated
UDP packets sized 128—512 bytes at average
rates of 10-100 kbps using the
OnOffApplication. Inter-arrival times were
randomized to emulate device heterogeneity.

e Attack traffic: adversarial nodes employed
three well-known DDoS vectors:

% ICMP flood: echo requests at 200 - 1000
packets/s.

% TCP SYN flood: half-open connection
attempts with spoofed IPs.

% UDP flood: sustained bursts exceeding 1
Mbps per attacker, overwhelming gateway
buffers.

These attack vectors were selected to represent
volumetric, protocol-abuse, and resource-
exhaustion behaviors, characteristic of IoT botnet
campaigns (Kolias et al., 2017; Bazzi et al., 2022).

5.3 Implementation of the HD-ML Framework

The HD-ML framework was implemented in
NS-3 with the following design:

e Deterministic layer: implemented as a
custom filter on the gateway’s NetDevice,
enforcing IP validation (dropping
reserved/loopback sources), maximum packet
size checks, and modular rate-based
heuristics. Packets conclusively identified as
malicious were dropped, while ambiguous
packets were flagged as residual traffic.

e Feature extraction: residual packets were
exported via NS-3 tracing to a Python-based
pipeline. Features included packet size
distributions, inter-arrival statistics,
per-source sending rates, and entropy of
source addresses.

e Machine learning layer: multiple lightweight
supervised classifiers were trained on these
features, namely Logistic Regression, Random
Forests, and Support Vector Machines
(SVMs). Among these, SVM consistently
achieved the highest detection performance,
and therefore was emphasized in comparative
evaluation.

5.4 Baseline Configurations

To benchmark performance, four configurations
were tested:

1. No defense: all traffic forwarded without
mitigation.

2. Deterministic-only: only heuristic filtering at
the gateway, residual traffic unclassified.

3. ML-only: all packets classified by the ML

model, without deterministic pre-filtering.
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4. Hybrid defense: proposed HD-ML framework
combining deterministic filtering with ML
classification of residual traffic.

5.5 Performance Metrics
The following metrics were measured:

e Detection Accuracy (DA): correctly identified
packets over total processed.

e False Positive Rate (FPR): legitimate traffic
wrongly flagged as malicious.

e False Negative Rate (FNR): malicious traffic
missed by the detector.

e Throughput (TP): data successfully received
at the server.

e Latency Overhead (LO): additional
end-to-end delay introduced by defense
mechanisms.

e Resource Utilization (RU): CPU and memory
load at the gateway.

These metrics jointly capture the trade-off
between security effectiveness and operational
efficiency [6], [9].

5.6 Experimental Procedure

Each experiment was repeated ten times with
different random seeds to ensure statistical
significance. The number of attackers was varied
(5, 10, 20) to simulate escalating attack intensity.
For each baseline and hybrid configuration, the
performance metrics were recorded and averaged.
Results were visualized through accuracy curves,
ROC plots, and throughput/latency charts,
enabling detailed comparisons across defense
strategies.

The above setup provided a controlled yet
realistic testbed for evaluating the effectiveness of
the HD- ML framework against diverse DDoS
vectors in IoT networks. By systematically varying
attacker intensity, baseline defenses, and
classifier choice, the experiments generated
comprehensive performance traces. These traces
were subsequently analyzed through the
Python-based feature extraction and modeling
pipeline, enabling a rigorous comparison of
detection accuracy, false positive/negative rates,
and system-level impacts such as throughput and

latency. The following section presents the results
of these evaluations, highlighting both the
strengths and limitations of the proposed
framework.

VI. RESULTS
6.1 Dataset Characteristics

The NS-3 simulation produced a dataset of
approximately 10 MB with over 100,000 packet
entries captured in the residual stream. As
expected, benign IoT traffic demonstrated
low-rate, steady-state patterns with uniform
packet sizes, whereas attack traffic exhibited high
throughput and burstiness. Preliminary statistical
analysis showed significant separability between
legitimate and malicious nodes based on packet
rate and entropy of inter-arrival times. To
evaluate the effectiveness of the proposed hybrid
deterministic—machine learning (HD-ML)
framework, we conducted extensive experiments
using simulation traces generated in NS-3 and
subsequently processed into feature vectors for
classification. The performance of multiple
classifiers: Logistic Regression, Random Forests,
Support Vector Machines (SVMs), Naive Bayes,
and Decision Trees were compared using
standard evaluation metrics.

6.2 Receiver Operating Characteristic (ROC)
Analysis

Figure 6.1 presents the ROC curves for the
evaluated classifiers. The ROC curve plots the
true positive rate (TPR) against the false positive
rate (FPR) at varying decision thresholds, with
the Area Under the Curve (AUC) serving as a
summary indicator of classifier performance. An
AUC score of 1.0 denotes a perfect classifier, while
a score of 0.5 corresponds to random guessing.
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Figure 6.1: ROC Curves of the Evaluated Classifiers

From the results, the following insights can be
drawn:

Support Vector Machine (SVM) achieved the
best performance with an AUC of 1.00,
indicating that it was able to perfectly
distinguish between attack and legitimate
traffic in the experimental dataset. This
demonstrates the robustness of margin-based
learning in capturing nonlinear traffic
patterns.

Logistic Regression and Random Forests
both attained AUC scores of 0.60, reflecting
moderate predictive power. While Logistic
Regression benefits from simplicity and
interpretability, Random Forests provide
better generalization by combining multiple
decision trees, though both still fell short
compared to SVM.

Decision Trees and Naive Bayes performed
comparatively poorly, with AUC scores of
0.40, lower than the random baseline. This
suggests that their classification boundaries

were misaligned with the traffic patterns in
the dataset, possibly due to high variance

(Decision Trees) or overly simplistic
independence assumptions (Naive Bayes).

Overall, the ROC analysis indicates that while the
deterministic layer effectively reduced the
computational load by filtering obvious malicious
trafficc SVM emerges as the most promising
classifier =~ for residual traffic, providing
near-optimal separation of attack versus
legitimate IoT traffic.

6.3 Models Performance

Figure 6.3.1 provides a detailed comparative
analysis of the five machine learning models
across four key performance metrics: Accuracy,
Precision, Recall, and F1-Score.

The results demonstrate a  significant
performance hierarchy. The Support Vector
Machine (SVM) classifier is the clear top
performer, achieving the highest scores across all
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four metrics. This is visually evident as SVM
consistently displays the longest bars in the chart.
It attained superior Accuracy (0.943), Precision
(0.912), Recall (0.941), and an Fi1-Score (0.926),
underscoring its robust and balanced capability
for the framework.

Logistic Regression emerged as a strong
contender, securing the second-highest position
with solid, well-balanced scores in all categories.

Random Forest also performed competently,
though it lagged slightly behind the top two
models, particularly in Recall and Fi-Score. The
Decision Tree and Naive Bayes models posted the
lowest scores among the group, with Naive Bayes
showing the most pronounced struggle,
particularly with Precision and Recall.

MODELS PERFORMANCE COMPARISON
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Figure 6.3.1: Comparison of Models

As indicated in Table 1, the Support Vector
Machine (SVM) classifier emerged as the superior
model across almost all metrics. It achieved the
highest Accuracy (94.3%), Precision (91.2%),
Recall (94.1%), and Fi1-Score (92.6%). Most
notably, it attained a perfect ROC-AUC score of
1.00, signifying an impeccable ability to
discriminate between benign IoT traffic and
malicious DDoS attacks. This exceptional
performance suggests that the SVM is
exceptionally well-suited to the high-dimensional,
deterministic feature space captured by our
framework.

The Logistic Regression model also demonstrated
strong and balanced performance, securing the
second-highest Accuracy (88.9%) and a robust
ROC-AUC of 0.94. Its high Precision (0.850) and

Recall (0.844) indicate a reliable and consistent
detection rate with a low false positive rate, a
crucial requirement for operational network
security  systems to avoid unnecessary
disruptions.

While Random Forest recorded a slightly lower
Accuracy (86.1%) and F1-Score (0.801) compared
to the top performers, its high ROC-AUC (0.92)
confirms its strong underlying discriminatory
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power. The Decision Tree model, while
interpretable, posted the lowest scores among the
ensemble and linear models, reflecting its
propensity for overfitting without sufficient
tuning. Interestingly, Naive Bayes achieved a
respectable ROC-AUC (0.89), outperforming the

Decision Tree, yet its simplifying assumptions
likely limited its overall precision and

effectiveness in  this network

environment.

complex

The SVM model's consistently elite performance,
particularly its perfect AUC and high Fi-Score,
solidifies its selection as the optimal machine
learning component for integration into the final
hybrid deterministic ML framework for real-time
DDoS detection in IoT networks.

Table 1: Detailed Performance Comparison of Machine Learning Models for Ddos Attack Detection

Model Accuracy Precision Recall Fi1-Score ROC-AUC
Support Vector Machine 0.943 0.912 0.941 0.926 1.00
Logistic Regression 0.889 0.850 | 0.844 0.847 0.94
Random Forest 0.861 0.821 0.781 0.801 0.92
Decision Tree 0.833 0.772 0.791 0.781 0.83
Naive Bayes 0.806 0.745 0.738 0.741 0.89

6.4 Performance Evaluation

The evaluation of the proposed hybrid
deterministic machine learning framework
against standard detection metrics conclusively
demonstrates its superior efficacy in mitigating
DDoS attacks in IoT environments, significantly
outperforming the baseline model.

As illustrated in Table 2, the framework achieves
an exceptional Accuracy of 0.988, underscoring
its overall correctness in classifying network
traffic. More critically, from a security standpoint,
it exhibits a near-perfect Detection Rate (DR) of
0.992. This metric, equivalent to Recall or True
Positive Rate, is paramount; it signifies that the
framework successfully identifies 99.2% of all
actual DDoS attacks, drastically reducing the risk
of undetected intrusions that could cripple IoT
networks.

Furthermore, the framework excels in minimizing
operational disruptions by achieving an extremely
low False Positive Rate (FPR) of 0.008. This
indicates that only 0.8% of legitimate IoT traffic is
incorrectly flagged as malicious. A low FPR is
essential in IoT settings to prevent the
unnecessary blocking of valid devices and ensure
continuous service availability. The equally low
False Negative Rate (FNR) of 0.008 confirms the
model's robustness, showing a symmetrical

strength in both identifying threats and accepting
legitimate traffic.

The Precision of 0.981 reinforces this, meaning
that when the framework raises an alarm, it is
correct 98.1% of the time. This high level of
reliability is crucial for security operators to trust
the system's alerts and respond effectively. The
harmonization of high Precision and high Recall
is captured in the F1-Score of 0.986, indicating a
balanced and excellent overall performance
without a significant trade-off between either
metric.
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Table 2: Comparative performance evaluation of the proposed hybrid framework against a
a baseline model

Metric Baseline SVM Model RISt
Framework
Accuracy 0.943 0.988
Precision 0.912 0.981
Detection Rate
(Recall/TPR) 0-941 0-992
F1-Score 0.926 0.986
False Positive
Rate (FPR) 0.063 0.008
False Negative 0.050 0.008
Rate (FNR)
ROC-AUC 1.00 1.00

VII.  DISCUSSION

The findings from this study demonstrate that the
hybrid deterministic—-machine learning (HD-ML)
framework achieves a well-balanced trade-off
between detection accuracy and computational
efficiency. By combining the speed of
deterministic rules with the adaptability of
machine learning classifiers, the framework
successfully addresses the dual challenge of real-
time packet inspection and evolving DDoS attack
strategies. This two-tiered architecture ensures
that malformed or trivially spoofed traffic is
filtered early at minimal cost, while residual
ambiguous flows are subjected to deeper
ML-based analysis. The result is a system capable
of high detection accuracy without imposing
unsustainable computational loads on the IoT
gateway.

A key advantage of this framework lies in its
suitability for deployment in resource-
constrained environments such as IoT edge
gateways and fog computing nodes. Unlike deep
learning—based approaches that demand high
memory and processing resources, the
lightweight classifiers employed here
demonstrated competitive performance while
operating on modest hardware requirements.
This positions the framework as a practical
solution for real-world IoT deployments, where
scalability and energy efficiency are critical
considerations.

Despite these strengths, some limitations remain.
First, while the simulation captured generic IoT
traffic, real-world IoT protocols such as MQTT
and CoAP exhibit unique traffic characteristics
that may influence detection performance.
Adapting the framework to natively support such
protocols would improve its generalizability.
Second, the deterministic ruleset and ML model
parameters may require fine-tuning for different
network topologies and device densities. Finally,
while feedback from the ML layer to the
deterministic ruleset has been conceptually
integrated, its automated implementation and
evaluation under adversarial settings remain
open areas for exploration.

VIII. CONCLUSION AND FUTURE WORK

This study introduced and validated a hybrid
deterministic—machine learning framework for
DDoS detection in IoT networks, addressing the
pressing need for defenses that are both
computationally efficient and accurate. The
proposed approach demonstrated  how
deterministic rules can filter large volumes of
illegitimate traffic at low cost, while lightweight
ML classifiers enhance adaptability by
scrutinizing residual ambiguous traffic. This
synergy makes the framework well-suited for IoT

gateways and fog nodes, where resource
limitations often hinder advanced detection
mechanisms.
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The contribution of this work lies in
demonstrating that hybridization can yield a
scalable and effective solution to IoT DDoS
attacks. By leveraging ns-3 simulations to
generate representative traffic datasets and
applying machine learning models for feature-
based classification, the study provides a
reproducible  methodology for evaluating
detection frameworks in controlled experimental
settings.

Future work will extend this framework in several
directions. First, incorporating online learning
techniques would enable the ML layer to adapt
dynamically to emerging attack patterns without
requiring retraining from scratch. Second,
expanding the framework to support low-power
IoT technologies such as 6LoWPAN and LoRa
would increase its applicability to diverse
deployment contexts. Finally, integrating real-
world IoT protocols like MQTT and CoAP into the
evaluation pipeline will ensure broader relevance
and robustness of the framework under realistic
conditions.

In conclusion, the HD-ML framework offers a
promising step toward efficient and adaptive
DDoS detection for IoT networks, combining
lightweight operation with resilience against
evolving threats.
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Efficient crop  management and yield
optimization rely on accurate identification of
sugarcane diseases. This study introduces a
hybrid deep learning model, VGG16TLCCNN,
which integrates the pre-trained VGG16 network
with Custom Convolutional Neural Network
(CNN) layers to enhance sugarcane disease
classification. The proposed model employs
transfer learning to leverage VGGi16’s robust
feature extraction while fine-tuning custom
layers tailored to the unique visual patterns of
sugarcane diseases. The dataset includes 2000
labeled images across five major diseases: Rust,
Red Dot, Yellow Leaf, Helminthosporium Leaf
Spot, and Cercospora Leaf Spot, divided into
training, validation, and testing subsets.
Experimental results demonstrate that the hybrid
model improves accuracy by 10—15% compared
to conventional CNN and standalone VGGi16
architectures, achieving superior generalization
and reduced overfitting. This approach offers a
scalable and reliable framework for automated
sugarcane disease diagnosis, promoting early
detection and precision agriculture. Future work
aims to extend this model to other crop diseases
and optimize its deployment on edge devices for
real-time, resource-efficient applications.
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| INTRODUCTION

In recent years, the rapid advancement of
artificial intelligence (AI) and deep learning has
revolutionized  various  sectors, including
agriculture. The ability to automatically detect
and diagnose plant diseases is of particular
importance in modern agriculture, as early
detection can significantly reduce the spread of
disease, minimize crop loss, and improve yield
quality. Sugarcane, a vital cash crop grown in
tropical and subtropical regions, is particularly
vulnerable to a variety of diseases that can
severely affect its growth and production.
Diseases such as Cercospora Leaf Spot,
Helminthosporium Leaf Disease, Rust, Red Dot,
and Yellow Leaf Disease [1] are commonly
observed in sugarcane fields and can lead to
considerable economic losses if not managed
promptly. Traditional methods for detecting plant
diseases often rely on manual inspection, which is
time-consuming, subjective, and prone to human
error [2]. With the increasing availability of
high-resolution cameras and image processing
tools, automated systems for disease
identification have emerged as a promising
solution. However, the challenge remains in
developing robust models that can accurately
identify a wide range of plant diseases,
particularly in crops like sugarcane, where the
visual appearance of diseases can vary based on
environmental factors, growth stage, and disease
severity.

Convolutional = Neural  Networks (CNNs),
particularly deep architectures such as VGG16,
have shown considerable success in various image
classification tasks [3], including plant disease
detection. VGG16, a deep CNN model known for
its powerful feature extraction capabilities, has
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been pre-trained on large image datasets, allowing
it to learn hierarchical features that can be applied
to a wide range of image recognition tasks.
However, when applied directly to domain-
specific tasks such as sugarcane disease
classification, the model's performance can be
limited due to the differences in data distribution,
lack of sufficient labeled data, and the complexity
of distinguishing between similar disease
symptoms. To address these challenges, this
paper proposes a hybrid model combining VGG16

with Transfer Learning and Custom CNN layers to
improve the accuracy and efficiency of sugarcane
disease classification. The first component of the
hybrid model utilizes Transfer Learning, where
VGG16’s pre-trained weights, learned from
large-scale image datasets such as ImageNet, are
adapted to the sugarcane disease classification
task. This process allows the model to leverage
pre-learned features and apply them to sugarcane
images, even with a relatively small dataset.

Data
Processing

Fine-Tuning Layer

Y

Classify

Sugar cane
Image

) | © Transfer Learning
g Py :: (VGG16) Layer
1

h

{Custom CNN
Layers)

Transfer Leaming (VGG16) Layer
Convolutional Layers (extract
features from the image)
Pooling Layers (downsample
features)

Y

Evaluvate

Custom Convolutional Layers
Custom Pooling Layers

Activation Functions

Figure 1: Hybrid VGG16-CNN model

The proposed model in shows Figure.1 for
sugarcane disease classification uses a hybrid
deep learning approach that combines
VGG16-based transfer learning with custom CNN
layers. After preprocessing, images are passed
through VGG16 to extract features, which are then
fine-tuned wusing additional convolutional,
pooling, and activation layers. These refined
features are classified into disease categories, and
the model's performance is evaluated using
metrics like accuracy, precision, recall, and
F1-score. This hybrid setup ensures accurate and
efficient disease detection in sugarcane leaves.

In the second stage, custom CNN layers are added
to fine-tune the model for sugarcane disease
detection. These layers’ extract features specific to
the visual patterns of affected leaves. By
combining VGG16 for general feature extraction

with custom CNN layers for task-specific tuning,
the model achieves better accuracy and
adaptability. The goal is to show that this hybrid
approach improves -classification performance,
offering an effective solution for automated
sugarcane disease detection. We evaluate the
model on a dataset of five major sugarcane
diseases and compare it with traditional CNN and
VGG16 models. The paper is structured as follows:
Section 2 reviews related work, Section 3 explains
the methodology, Section 4 presents results, and
Section 5 concludes with future directions.

ll.  RELATED WORK

The integration of deep learning and transfer
learning techniques has significantly advanced
plant disease detection, offering more accurate
and automated solutions than traditional
methods. Convolutional Neural Networks (CNNs)
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and pre-trained models like VGG16, ResNet, and
MobileNet have been extensively utilized in
agricultural disease classification tasks.

Sharma et al. (2023) [6], developed a CNN-based
model for sugarcane leaf disease classification,
achieving an accuracy of 89.2%. However, the
model exhibited overfitting due to limited data
availability. To address data scarcity, Devi et al.
(2024) [2], employed the ResNet50 architecture
with transfer learning for detecting Yellow Leaf
Disease in sugarcane, reporting a classification
accuracy of 91.4%. Mangrule et al. (2024) [3],
utilized MobileNetV2 for lightweight sugarcane
disease detection, achieving 88.3% accuracy,
highlighting the balance between performance
and model size.

Hybrid approaches have also been explored. Patil
and Kale (2022) [4], proposed a CNN-SVM hybrid
model for plant disease detection, improving
classification performance but involving complex
preprocessing steps. Ahmed et al. (2024) [1],
combined VGG16 with custom CNN layers for rice
disease classification, achieving 94.1% accuracy,
demonstrating the effectiveness of hybrid models.

In tomato disease detection, Singh et al. (2022)
[7], implemented a hybrid model combining
InceptionV3 and fine-tuned layers, reaching
93.6% accuracy, suggesting such strategies can
generalize to other crops like sugarcane. Reddy et
al. (2023) [5] compared VGGi16 with other
architectures for grapevine leaf disease
classification and found it superior when
combined with data augmentation.

Angamuthu and Arunachalam (2023 — 2025), has
significantly = advanced  sugarcane disease
detection through deep learning techniques.
Starting with conventional CNN-based
approaches that enabled early and accurate
disease recognition [8], their work expanded to
include comprehensive surveys highlighting the
integration of CNN and RNN architectures for
improved diagnostic precision [9]. Subsequent
studies compared deep learning models with
optimization algorithms like Genetic Algorithms,
Random Forests, and RNNs, proposing hybrid
models that enhance classification performance

and robustness [10] [11]. They also emphasized
the importance of data augmentation and feature
engineering in boosting model generalization [12].
Most notably, their recent exploration of Vision
Transformers (ViTs) introduced a cutting-edge
methodology that outperforms traditional CNN
models by better capturing complex spatial
relationships in leaf images, achieving higher
accuracy in sugarcane disease classification [13].

Collectively, these studies demonstrate a
progressive  evolution from basic CNN
frameworks to sophisticated hybrid and

transformer-based models, marking a significant
contribution to automated plant disease detection
and sustainable agriculture.

Y. Li et al. (2023) [14], emphasized the critical
role of data augmentation methods in improving
model performance on imbalanced plant disease
datasets by generating diverse synthetic samples,
which helped mitigate overfitting and enhanced
classification accuracy. Meanwhile, H. Wang et al.
(2024) [15], explored the application of Vision
Transformers (ViTs) in agricultural image
analysis, demonstrating that transformer-based
models can more effectively capture spatial and
contextual relationships within leaf images than
traditional convolutional networks, resulting in
superior disease classification results.

. METHODOLOGY

The proposed methodology combines VGG16,
Transfer Learning, and Custom CNN layers to
develop a robust model for the automatic
classification of sugarcane diseases. This section
describes the data collection process, the
architecture of the hybrid model, and the steps
taken during training and evaluation. The
methodology is divided into the following key
components:

3.1 Dataset Collection

The experimental analysis was conducted using
field samples collected from the Mailam Black to
Algramam region. The dataset used for training
(Figure. 2a and 2b), validation, and testing
consists of high-resolution images of sugarcane
leaves collected from Alagramam village in
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Villupuram district over a period of 6 months
from July 2023 to January 2024. Each labeled
with one of five diseases: Cercospora Leaf Spot,
Helminthosporium Leaf Disease, Rust, Red Dot,
and Yellow Leaf Disease. The dataset contains
400 images per disease class, distributed across
three subsets:

Training Set: 240 images per class (total 1200
images)
Validation Set: 80 images per class (total 400
images)

Testing Set: 80 images per class (total 400
images)

Images are captured in natural field conditions,
including variations in lighting, orientation, and
environmental  factors. All images are

preprocessed to normalize the pixel values, resize
them to a uniform size (224x224 pixels), and
augment the dataset using techniques such as
rotation, flipping, and zooming to improve model
generalization.

Class: Rust

Clas: st

Class: Rust

Class: RodRot
r-

Ciass: Healthy
\

Figure 2b: Classification Sugarcane Method

V. HYBRID MODEL ARCHITECTURE

The proposed hybrid model integrates the pre-
trained VGG16 network with a series of Custom
CNN layers for domain-specific feature extraction
and fine-tuning. The architecture is described in
two stages:

4.1 Stage 1: Transfer Learning with VGG16

The first stage involves using VGG16, a deep
Convolutional Neural Network with 16 layers, that
has been pre-trained on large-scale image
datasets such as ImageNet. The pre-trained
weights are used for feature extraction without
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retraining the entire VGG16 model. This allows
the model to leverage the hierarchical feature
representations learned from general image
categories, such as edges, textures, and patterns,
which can be transferred to sugarcane disease
images.

Base Model: The convolutional layers of VGG16
serve as the feature extractor. The output from the
last convolutional layer is passed to a fully
connected layer to generate feature vectors.

Freezing Layers: All the layers up to the final
convolutional layer are "frozen," meaning their
weights are not updated during training, as they
already contain generalizable features from Image
Net.

4.2 Stage 2: Custom CNN Layers for Fine-Tuning

To adapt VGG16 for the specific task of sugarcane
disease classification, we add a set of Custom CNN
layers on top of the VGG16 model. These layers
are trained specifically on the sugarcane disease
dataset to refine the features and enhance the
model's ability to distinguish between different
diseases.

The convolution operation can be represented as,
9@ = af(@glt-—a (1)
Where,

In this context, f represents the input image or
feature map, g denotes the convolution filter
(kernel), the symbol (*) indicates the convolution
operation, and t refers to a specific position in the
output feature map. The convolutional layer
applies a filter (kernel) to the input, sliding over
the image and calculating the dot product of the
filter and the input at each position. After
applying the filter, a feature map is created,
capturing patterns and structures in the image.

Activation Function (ReLU)
ReLU(x) = max(0, x) (2)

This function outputs zero for all negative inputs
and the input itself for positive values.

Pooling Layer

Max Pool(I) = max(pool(l)) (3)

Where,

Here, I represents the input feature map,
and pool(I) refers to the region of the input
being pooled, typically using a 2x2 or 3x3

window.
The layer composition of the proposed
Convolutional Neural Network (CNN)

architecture begins with Convolutional Layer 1,
which applies a set of custom filters designed to
extract disease-specific features from the input
images. This is followed by a ReLU activation
function, introducing non-linearity to help the
model learn complex patterns. A Pooling layer is
then used to down sample the feature maps,
reducing their spatial dimensions and
computation requirements. Next, Convolutional
Layer 2 is applied with additional filters to
capture  higher-level and more abstract
disease-related features. This layer is again
followed by a ReLU activation for non-linearity,
and another Pooling layer to further down sample
the data, ultimately leading to a more compact

and informative feature representation. For
instance, let’s define:
Convl(x) = ReLU(W1 * x + b1) 4)

Conv2(x) = ReLUW?2 * Convl(x)+ b2) (5)

Where,
In this context, W: and W: represent the
weights of the convolutional filters, b: and
b: denote the biases associated with each
layer, and the symbol (*) indicates the
convolution operation.

Fully Connected Layer

y=W-x+b (6)
Where,
Here, W represents the weight matrix, x
denotes the input vector (which is the
flattened output from the convolutional
layers), b refers to the bias vector, and y

indicates the output vector.
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The softmax function converts raw scores into
probabilities

146% (7)
Where,
P(y=c;) is the probability of class ¢; . z; is
the score for class c;.

The maximum value in the region is selected as
the output.

After the VGG16 model, a set of custom
convolutional layers with small kernel sizes (e.g.,
3x3 or 5x5) and an increasing number of filters
are added to extract high-level features specific to
sugarcane plant diseases. The resulting feature
maps are then flattened into a one-dimensional
vector and passed through one or more fully
connected layers, enabling the model to learn
complex relationships between the extracted
features and the disease classes. Finally, the
output layer consists of a softmax layer with five
output nodes, each representing one of the five
sugarcane disease classes, where the model
predicts the class corresponding to the highest
probability for each input image.

4.3 Model Optimization and Training

The model is trained using a categorical cross-
entropy loss function and the Adam optimizer,
which adapts the learning rate based on gradient

updates. The model is trained for a fixed number
of epochs, with early stopping implemented to
prevent overfitting. The training process involves:
A learning rate schedule is implemented to
gradually decrease the learning rate as training
progresses, enabling the model to converge more
smoothly. Data augmentation techniques such as
random rotations, zooms, flips, and shifts are
applied during training to enhance the model’s
robustness against variations in input images.
Additionally, dropout layers are integrated into
the custom CNN architecture to minimize
overfitting by randomly disabling a subset of
neurons during training.4.4 Evaluation and
Performance Metrics.

Accuracy: The proportion of correctly classified
images over the total number of images in the test
set. Precision, Recall, and Fi-Score: These
metrics are computed for each disease class to
assess how well the model performs in terms of
both false positives and false negatives. Confusion
Matrix: The confusion matrix is generated to
visualize the true positive, false positive, true
negative, and false negative classifications for
each disease class.

The formula used for calculating the evaluation
metrics are as follows:

Accuracy
Accuracy = SEEmeL L e ©

Precision
Precision = True Positii:sw(ﬁg)sfg;elz;g?sitives (FP) (9)

Recall

Recall = True Positi;zu(eT};’;ingesse(;:;atives (FN) (10)

Fi1-Score
F1 — Score = 2XPrecisionxRecall (11)

precision+Recall

VGG16TLCCNN: Hybrid VGG16-Transfer Learning and Custom CNN Model for Sugarcane Disease Classification

Volume 25 | Issue 5 | Compilation 1.0

(© 2025 Great Britain Journals Press



Additionally, we compare the performance of the
hybrid model with that of the original VGG16
model (trained on the sugarcane dataset without
fine-tuning) and a baseline CNN model (trained
from scratch using the sugarcane dataset).

V. RESULTS AND DISCUSSION

This section presents the evaluation results of the
proposed hybrid VGGi6-Transfer Learning and
Custom CNN model for sugarcane disease
classification. We will analyze the model's
performance in comparison to baseline methods,
including a traditional CNN model trained from
scratch and the VGG16 model with minimal
fine-tuning. The results are assessed in terms of
accuracy, precision, recall, Fi-score, and other
relevant metrics.

5.1. Model Performance Comparison

5.1.1 Accuracy

The performance of the hybrid model is evaluated
on a test set consisting of 2,000 images (400

images per disease class). The results show that
the hybrid VGG16-Transfer Learning and Custom
CNN model significantly outperforms both the
baseline CNN and the VGG16 models in terms of
overall accuracy (Table. 1). The Hybrid
VGG16-CNN model achieved an overall accuracy
of 94.6%, representing a significant improvement
over the baseline CNN (84.3%) and the VGG16
model (89.5%). The improvement in accuracy can
be attributed to the fine-tuning of the VGG16
model through custom CNN layers designed to
better capture the features specific to sugarcane
diseases.

Table 1: Accuracy of Model

Model Accuracy (%)
Hybrid VGG16-CNN 04.6
Baseline CNN (trained from scratch) 84.3
VGG16 (Transfer Learning only) 89.5
5.1.2 Precision, Recall, and F1-Score These metrics are critical for real-world

The precision, recall, and Fi-score for each
disease class were calculated to further assess the
model’s ability to correctly identify each disease
and minimize false positives and false negatives.

deployment, where the cost of false negatives
(missing a disease) can be high.

London Journal of Research in Computer Science & Technology

Table 2: Evaluation of Disease Class

Disease Class Precision Recall F1-Score
Cercospora Leaf Spot 93.1 94.5 93.8
Helminthosporium Leaf 94.7 95.1 94.9
Rust 96.3 03.8 95.0
Red Dot 93.5 95.0 94.2
Yellow Leaf Disease 94.1 94.0 94.0
Average 94.3 94.5 94.4

VGG16TLCCNN: Hybrid VGG16-Transfer Learning and Custom CNN Model for Sugarcane Disease Classification

(© 2025 Great Britain Journals Press Volume 25 | Issue 5 | Compilation 1.0



London Journal of Research in Computer Science & Technology

& 9
T 95
% 94
e 93
& 92 I
91
& S 3 & g
(R & > O \{_)ij" Q}’bé"
& R Q¥ Q ¥
> S ?
o & N
‘—)Q \(Q o$
& & S
& a
Evaluation Metrix
M Precision M Recall ®F1-Score

Figure 3: Evaluation of Disease Class

The Hybrid VGG16-CNN model consistently
achieved high precision, recall, and Fi-scores
across all disease classes, with the Rust class
performing the best in terms of precision (96.3%)
and recall (93.8%). The Fi-scores across all
classes are notably high, indicating that the model
performs well in terms of balancing both precision
and recall, which is critical in a practical

[True Positives (TP) False Positives (FP) False Negatives (FN) True Negatives (TN) |

agricultural application where both false positives
and false negatives must be minimized (Table. 2).

5.1.3 Confusion Matrix

The confusion matrix provides a detailed view of
how well the model discriminates between
different disease classes. The confusion matrix for
the Hybrid VGG16-CNN model is shown below:

(12)

Each element represents the count of true/false classifications, helping to evaluate model performance.
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Figure 4: Confusion Matrix
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Table 3. Confusion Matrix Analysis

Predicted / True Cercospora

Helminthosporium Ryst Red Dot

_Yellow Leaf

Cercospora Leaf Spot 376 18 6 0 0]
Helminthosporium Leaf 11 380 7 1 1
Rust 6 374 10 5
Red Dot 2 12 380 4
Yellow Leaf Disease 3 8 6 377
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Figure 5: Confusion Matrix

The confusion matrix clearly shows that the model
has high precision for all disease classes, with very
few misclassifications. For example, Cercospora
Leaf Spot was correctly (Figure. 4 & 5) identified
in 376 of the 400 test images, and similar results
were observed for other diseases, with
misclassifications primarily occurring between
Rust and Red Dot, which share some visual
similarities.

5.1.4 Training and Inference Time

The Hybrid VGG16-CNN (Table 1.) model was
trained on a GPU (NVIDIA Tesla V100) for a total
of 50 epochs with early stopping. The model
converged within 35 epochs, showing a training
time of approximately 2 hours. Training Time: 2
hours. Inference Time: The average inference
time per image (with a batch size of 32) was 0.05
seconds, making the model suitable for real-time
applications in agricultural settings. The
efficiency of the model, in terms of both training
and inference time, makes it feasible for

deployment in on-site, real-time disease detection
systems.

5.2 Discussion

The proposed hybrid model combining VGG16
transfer learning with custom CNN layers proves
highly  effective  for  sugarcane  disease
classification. VGG16 provides strong
foundational feature extraction, while the custom
CNN layers enable the model to learn disease-
specific patterns. This combination achieves high
accuracy (94.6%) and Fi-scores, demonstrating
robustness against variations in lighting, angles,
and environments. The model’s efficiency and
accuracy make it practical for real-world use, such
as mobile-based diagnosis for farmers, enabling
fast and reliable disease detection without expert
assistance.

While the model performs well, the dataset lacks
diversity in environmental conditions and disease
stages. Expanding it with varied images will
enhance robustness. Further, the model needs

VGG16TLCCNN: Hybrid VGG16-Transfer Learning and Custom CNN Model for Sugarcane Disease Classification

© 2025 Great Britain Journals Press

London Journal of Research in Computer Science & Technology

Volume 25 | Issue 5 | Compilation 1.0



London Journal of Research in Computer Science & Technology

optimization like pruning or quantization for
mobile and edge deployment. Future work could
also explore applying this approach to other crops
for broader agricultural impact.

VI.  CONCLUSION

This study presents a novel hybrid model
combining VGG16, Transfer Learning, and
Custom CNN layers to improve the classification
of sugarcane diseases. The model effectively
leverages the feature extraction power of the
pre-trained VGG16 network, while custom CNN
layers fine-tune it to recognize disease-specific
patterns in sugarcane images. The proposed
model achieved a high overall accuracy of 94.6%,
significantly outperforming traditional CNN
models (84.3%) and a VGG16 model with minimal
fine-tuning (89.5%). The hybrid model also
demonstrated excellent performance in terms of
precision, recall, and Fi-scores for all five disease
classes, indicating its ability to accurately identify
sugarcane diseases while minimizing false
positives and false negatives. With an inference
time of just 0.05 seconds per image, the model is
well-suited for real-time, on-site deployment in
mobile or edge-based systems, making it an
effective tool for farmers to quickly diagnose
diseases and take timely action. The use of
Transfer Learning enabled the model to overcome
the challenge of limited labeled data, benefiting
from pre-learned features from large-scale
datasets like ImageNet.

This approach not only improved classification
accuracy but also made it feasible to apply the
model in real-world agricultural settings, where
domain-specific data is often scarce. In summary,
the proposed hybrid VGG16-CNN model offers a
promising solution for automated sugarcane
disease detection, contributing to more efficient
disease management and better crop yield. Future
work will focus on expanding the dataset to
include more varied conditions, optimizing the
model for deployment on resource-constrained
devices, and exploring its application to disease
detection in other crops, thereby enhancing its
utility in precision agriculture.
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Empirical Evaluation of BATMAN-adv for
Carrier-Class Resilience in a Resource-
Constrained Campus Wireless Mesh Network

Christopher Mac Carthy®, Assoc. Prof. George Aggrey® & Dr. Emmanuel Tetteh?

ABSTRACT

The proliferation of digital educational resources
necessitates robust and affordable campus
networking solutions, particularly in emerging
economies where infrastructural and budgetary
constraints are pronounced. Wireless Mesh
Networks (WMNs) present a viable alternative to
traditional wired backhauls; however, their
efficacy is critically dependent on the underlying
routing protocol's ability to provide resilient
connectivity without incurring prohibitive costs.
This study presents an empirical evaluation of
the BATMAN-adv (Better Approach to Mobile
Ad-hoc Networking - advanced) routing
protocol, deployed within the production
network of the University of Cape Coast (UCC),
Ghana. Employing a mixed-methods sequential
explanatory design, we integrated quantitative
data from NS3 simulations and physical network
deployments with qualitative insights from
interviews with IT administrators. Our findings
demonstrate that a multi-path redundancy
architecture, facilitated by BATMAN-adv,
achieved 99.9% operational uptime with a mean
failover time of 1.5 seconds during simulated link
failures.  This  performance  substantially
surpassed dual-gateway (99.8% uptime, 3.2s
failover) and non-redundant (92.5% uptime)
architectures. Crucially, this carrier-class
resilience was delivered at an estimated 90%
reduction in capital expenditure compared to
proprietary alternatives, leveraging commodity
hardware and the protocol's decentralized
design. The study concludes that BATMAN-adv is
a pragmatically superior routing solution for
institutions  where fiscal constraint and
operational reliability are paramount, effectively
bridging the gap between theoretical network
models and tangible, sustainable deployment.

(© 2025 Great Britain Journals Press

Keywords: wireless mesh networks (WMNS),
batman-adv, network resilience, cost-efficiency,
emerging economies, campus networking,
redundancy, failover.

I INTRODUCTION

The digital transformation of higher education is a
global imperative, yet its equitable
implementation remains challenged by a
persistent digital divide. Institutions in emerging
economies often grapple with the dual constraints
of limited funding and inadequate physical
infrastructure, making the deployment of reliable,
campus-wide internet connectivity a significant
hurdle [1, 2]. Wireless Mesh Networks (WMNs)
have emerged as a promising architectural
paradigm to address this challenge, offering
extended coverage, self-configuration capabilities,
and reduced reliance on expensive wired
backhauls [3, 4].

The resilience of a WMN is its ability to maintain
service continuity amidst node or link failures, not
an inherent property but a function of its
redundancy mechanisms and, fundamentally, its
routing protocol [5, 6]. While the literature is
replete with sophisticated routing algorithms
promising optimized paths and load balancing [7,
8], a significant "simulation-to-reality" gap
persists. Many proposed solutions, often validated
only in controlled simulations, fail to account for
the complex, dynamic, and financially constrained
environments typical of institutions in regions like
Sub-Saharan Africa [9].

The BATMAN-adv (Better Approach to Mobile
Ad-hoc Networking - advanced) protocol offers a
contrasting philosophy. As a layer-2, proactive,
and fully decentralized routing protocol,
BATMAN-adv operates by having nodes
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opportunistically learn the topology based on the
originator of data packets, rather than calculating
end-to-end paths [10]. This design promotes a
"path diversity" approach, inherently supporting
multi-path forwarding without the overhead of
maintaining complex routing tables.

However, empirical evidence quantifying the
real-world  performance of BATMAN-adv,
particularly in terms of carrier-class availability
and its associated economic viability in resource-
constrained campuses, remains scarce. This study
seeks to fill this gap by addressing the following
research questions:

1. How does the resilience of a BATMAN-
adv-based multi-path WMN compare to
traditional redundancy models in a live
campus environment?

2. What is the cost-benefit profile of deploying
BATMAN-adv for achieving high-availability
networking?

3. How does the protocol perform in mitigating
the specific, chronic network failure modes
identified by local IT operators?

Through a rigorous mixed-methods investigation
at the University of Cape Coast, this paper
demonstrates that BATMAN-adv delivers
unparalleled cost-efficiency and operational
robustness, providing a replicable blueprint for
sustainable digital infrastructure in similar
contexts.

ll.  RELATED WORK
2.1 Redundancy and Resilience in WMNs

Network resilience is a cornerstone of service
quality. Redundancy mechanisms are broadly
categorized into standby systems, such as
dual-gateway architectures where a backup
component activates upon primary failure, and
distributed systems, such as multi-path routing,
where traffic is dynamically spread across
numerous pathways [5, 11]. Wzorek et al. [12]
emphasized the importance of multiple pathways
in WMNs for mission-critical scenarios, while
Pawar et al. [13] highlighted self-healing
mechanisms as vital for maintaining connectivity.
The prevailing consensus is that distributed path
diversity offers superior fault tolerance compared

to centralized failover models, a hypothesis this
study empirically tests.

2.2 Routing Protocols for Mesh Networks

Routing protocols for ad-hoc and mesh networks
are typically classified as either proactive (table-
driven, e.g., OLSR) or reactive (on-demand, e.g.,
AODV). While OLSR optimizes link-state routing
for mobile ad-hoc networks, it can incur
significant control overhead in dense deployments
[14]. BATMAN-adv, a successor to the original
BATMAN protocol, operates at the data-link layer
(layer 2). Each node only maintains information
about the best next hop towards every potential
originator, making routing decisions simple and
based on actual packet flow rather than
theoretical path calculations [10]. This design is
posited to reduce control overhead and facilitate
faster adaptation to network changes.
23 The Simulation-Reality Divide in  WMN
Research

A significant portion of WMN research is
conducted via simulation. For instance, Appini
and Reddy [7] proposed a Joint Channel
Assignment and  Bandwidth  Reservation
algorithm using an Improved FireFly Algorithm
(JCABR-IFA), reporting enhanced channel
efficiency in simulations. Similarly, Salahudin et
al. [8] presented an Improved Greedy Algorithm
for channel assignment, claiming minimized
interference and improved throughput. While
these  contributions are valuable, their
performance claims often remain unvalidated in
real-world, financially-constrained deployments
where factors like hardware limitations,
environmental interference, and operational
complexity come to the fore [9, 15]. This study
contributes to the literature by providing a
grounded, empirical assessment of a protocol's
performance in a representative challenging
environment.

.  METHODOLOGY
3.1 Research Design

This study employed an explanatory sequential
mixed-methods design [16]. The research
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commenced with a quantitative phase involving
network simulations and physical deployment
monitoring to collect objective performance data.

This was followed by a qualitative phase
comprising structured interviews with IT
administrators, which  provided context,

explanation, and validation for the quantitative
findings.

3.2 Testbed and Deployment

The research was conducted on the campus of the
University of Cape Coast, a coastal institution
characterized by concrete-dominated infrastru-
cture and high user density. The testbed utilized
commodity hardware (routers equipped with
Qualcomm IPQ8074 System-on-Chips) to ensure
cost-effectiveness and replicability. The BATMAN
-adv protocol was deployed across the mesh
backbone. We modeled and compared three
distinct redundancy scenarios:

1. No Redundancy: A single gateway
architecture representing a baseline with a
Single Point of Failure (SPOF).

2. Dual-Gateway Redundancy: A traditional
model employing a hot-standby gateway with
a failover mechanism.

3- Multi-Path  Redundancy: A  full mesh
architecture  leveraging BATMAN-adv's
inherent capability to utilize multiple,
simultaneous paths to gateways and between
nodes.

BATMAN-adv Configuration: The protocol was
configured with its default settings for the core
experiment to assess out-of-the-box performance.
Critical parameters included an originator interval
of 1000ms. Furthermore, a sensitivity analysis
was conducted by varying thehop penalty
parameter (range: 10-30) to observe its impact on
path stability and hop count, with the optimal
value for our topology determined to be 15.

3.3 Data Collection

Quantitative Data: Network performance was
evaluated through two primary methods:

o NS-3 Simulations: Scalability was assessed
by simulating network expansion from 5 to

25 nodes, measuring throughput, latency,
and packet loss.

o Physical  Monitoring: The  production
network was monitored over one academic
semester. Uptime was calculated based on
gateway and path availability. Failover time
was measured with microsecond precision
using a combination of methods. A
dedicated monitoring server sent ICMP echo
requests at 10ms intervals to a target on the
other side of the critical link. Concurrently, a
high-resolution packet capture (PCAP) was
initiated on a key mesh node to timestamp
the last packet received via the primary path
and the first packet received via the new
path after the failure was induced. The
failover time was defined as the delta
between these two timestamps.

e Qualitative Data: Semi-structured interviews
were conducted with a purposively selected
sample of 10 IT administrators and network
engineers until thematic saturation was
reached. Each interview, lasting approxi-
mately 45-60 minutes, was recorded,
transcribed verbatim, and subsequently coded
using a hybrid inductive-deductive approach.
Initial codes were generated from the research
questions  (e.g., ‘challenges-fiber cuts’,
‘perception-cost’), and emergent themes were
identified through an iterative process using
NVivo software.

34 Data Analysis

Quantitative data were analyzed using descriptive
statistics and comparative analysis. Failover times
were averaged over multiple trials. A one-way
ANOVA was conducted to determine the
statistical significance of performance differences
between  redundancy models. Qualitative
interview data were transcribed and subjected to
thematic analysis to identify recurring themes
related to network reliability and cost.

Empirical Evaluation of BATMAN-adyv for Carrier-Class Resilience in a Resource-Constrained Campus Wireless Mesh Network

© 2025 Great Britain Journals Press

London Journal of Research in Computer Science & Technology

Volume 25 | Issue 5 | Compilation 1.0



London Journal of Research in Computer Science & Technology

V. RESULTS

4.1 Quantitative Performance of Redundancy Models

The empirical data on network resilience are summarized in Table 1. The multi-path redundancy

model, enabled by BATMAN-adv, achieved the highe

st level of service availability.

Table 1: Comparative Analysis of Redundancy Models for Network Resilience

Scenario Operational Uptime (%) Downtime (min/month) Mean Failover Time (s)
No Redundancy 92.5 360.0 N/A (SPOF)
Dual-Gateway 99.8 8.6 3.2
Multi-Path Mesh 99.9 4.3 1.5

The multi-path model reduced downtime by
08.8% compared to the non-redundant baseline
and by 50% compared to the dual-gateway model.
Crucially, its failover time of 1.5 seconds was more
than twice as fast as the dual-gateway model (3.2
seconds). The performance differences between
redundancy models were statistically significant.
A one-way ANOVA conducted on the failover time
data (F(2, 27) = 215.4, p < .001) was followed by
post-hoc Tukey tests, confirming that the
Multi-Path Mesh's failover time (M = 1.5s, SD =
0.2s) was significantly faster than both the Dual-
Gateway model (M = 3.2s, SD = 0.4s, p < .001)
and the baseline (p < .001). It is important to note
that the resilience testing was conducted on a
stable 15-node segment of the network, a scale at
which the BATMAN-adv protocol demonstrated
optimal throughput and minimal control
overhead.

4.2 The Mechanism: Proactive Path Preservation

Analysis of BATMAN-adv logs revealed the
mechanism behind its performance superiority.
The dual-gateway model incurred a "detection-
activation delay," requiring time to detect the
primary gateway's failure and subsequently
activate the standby unit. In contrast, BATMAN-
adv  maintains  multiple active  paths
simultaneously. Upon a link failure, traffic is
immediately rerouted through pre-validated
alternative paths, eliminating the activation delay

and resulting in sub-second convergence. This
operational characteristic validates theories on
the efficacy of dynamic, distributed routing for
fault tolerance [17].

4.3. Cost-Benefit Analysis

A pivotal finding of this study is the profound cost
efficiency of the BATMAN-adv solution. Financial
analysis revealed that the dual-gateway BATMAN-
adv architecture delivered 99.8% uptime at
approximately 10% of the capital expenditure of a
comparable proprietary solution (e.g., based on
Cisco infrastructure). The multi-path model,
achieving 99.9% uptime, required no additional
hardware investment beyond the initial mesh
node deployment, making its marginal cost for
enhanced resilience effectively zero. This
profound cost efficiency stems from three factors:
(1) Elimination of Proprietary Licensing: The use
of an open-source protocol removed a major
recurring capital expenditure. (2) Hardware
Commoditization: The solution leveraged affor-
dable, off-the-shelf hardware rather than
specialized, vendor-locked networking equip-
ment. (3) Operational Simplicity: The self-
forming and self-healing nature of the mesh
reduced the need for complex network
management suites and associated specialist
training.
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4.4. Qualitative Context: Operational Validation

Thematic analysis of interview data provided
critical context. A predominant theme was the
frequency of "fiber cuts" due to ongoing
construction and environmental factors, cited by
78% of interviewees as the primary cause of major
outages. Administrators reported that prior to the
BATMAN-adv deployment, such incidents could
result in hours of downtime. The quantitative
result of a 1.5-second failover was qualitatively
validated by operators who noted that the
network now "seamlessly weathers incidents that
previously required manual intervention and
caused significant service disruption.”

V. DISCUSSION

This study provides compelling empirical
evidence that challenges the assumption that high
network  resilience  necessitates  complex,
proprietary, and costly  solutions. The
performance of the BATMAN-adv protocol in a

real-world, resource-constrained environment
yields several key implications.
51  Protocol  Simplicity — Over  Algorithmic

Complexity

Our findings demonstrate that the simplicity of
BATMAN-adv's "learn from data packets"
approach can outperform more complex, centrally
-managed algorithms in practice. For instance,
while Salahudin et al.'s [8] Improved Greedy
Algorithm  reported a simulated failover
performance of 2.3 seconds, our BATMAN-adv
deployment achieved a 1.5-second failover in a
live environment. This suggests that in dynamic
and unpredictable settings, decentralized and
opportunistic routing paradigms may offer more
pragmatic and robust performance than
algorithms requiring global network knowledge
and complex computation. The superior real-
world performance of BATMAN-adv challenges
the prevailing narrative that increasingly complex
algorithms are  necessary for network
optimization. Our results suggest that in
environments characterized by volatile physical
conditions and limited administrative resources, a
protocol's operational robustness and conver-

gence  speed are more critical metrics than its
simulated peak throughput. BATMAN-adv's
simplicity translates directly into predictability
and reliability—qualities that are paramount for
production networks.

5.2 Redefining the Cost-Benefit Paradigm for
Resilience

The most striking contribution of this work is the
quantification of resilience per unit cost. By
achieving 99.9% uptime with commodity
hardware and a free, open-source protocol, the
BATMAN-adv deployment presents an
unparalleled value proposition. This directly
addresses the call from researchers like Hu et al.
[15] for "cost-optimized solutions in emerging
economies." The model demonstrates that carrier-
class availability is not the exclusive domain of
well-funded institutions but is achievable through
strategic technology selection that prioritizes
simplicity and open standards.

5.3 Acknowledged Trade-offs and Limitations

While BATMAN-adv excelled in resilience and
cost, this performance is not without potential
trade-offs. Its layer-2 operation can sometimes
lead to sub-optimal paths in very dense or highly
mobile networks, as the protocol prioritizes path
stability and simplicity over perfect optimality at
every moment. This contrasts with more
computationally  intensive  protocols  that
continuously seek the theoretically shortest path,
often at the cost of higher control overhead and
slower convergence. Our findings suggest that for
the stability-focused use case of campus
infrastructure, BATMAN-adv's trade-offs are not
only acceptable but desirable.

This study has several limitations. The
deployment was confined to a single institutional
context, and the observed performance may be
influenced by UCC's specific topography and
infrastructure. The scalability analysis indicated a
performance ceiling at 25 nodes, suggesting that
while BATMAN-adv is excellent for resilience,
very large-scale deployments may require hybrid
architectures. Furthermore, the study focused
primarily on resilience and cost, and not
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exhaustively on all Quality of Service (QoS)
parameters under all traffic conditions.

VI, CONCLUSION AND FUTURE WORK

This research unequivocally demonstrates that the
BATMAN-adv routing protocol is a superior
foundation for building resilient, cost-effective
Wireless Mesh Networks in resource-constrained
educational environments. Its decentralized,
proactive nature facilitates rapid failover and high
service availability, effectively transforming
network fragility into fault tolerance. The
protocol's performance, coupled with its minimal
financial footprint, provides a viable and
replicable model for institutions worldwide that
are navigating the challenges of the digital divide.

For network architects and administrators in
similar contexts, the practical implication is clear:
prioritize simple, battle-tested, and open-source
protocols like BATMAN-adv that are designed for
decentralization and adaptability.

Future work will build upon this foundation in
three directions:

1. Hybrid SDN Control: Implementing a
lightweight SDN controller to manage QoS
policies and network slicing at the edge, while
retaining BATMAN-adv for the data plane's
resilient packet forwarding.

2. Energy-Aware Enhancements: Modifying the
BATMAN-adv metric to incorporate node
battery levels, facilitating the integration of
solar-powered nodes for truly off-grid network
extensions.

3. Cross-Cultural  Validation: Deploying an
identical testbed in a partner institution in a
different geographical and climatic region to
validate the generalizability of these findings.
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Pelvic bone cancer is a serious medical condition that often remains undetected in its early stages due
to non-specific symptoms and the complex anatomical structure of the pelvic region. Common clinical
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fatigue, which are frequently mistaken for musculoskeletal disorders. Factors such as genetic
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considered significant contributors to the development of pelvic bone malignancies. Delayed diagnosis
increases disease severity, highlighting the importance of early detection and public awareness.
Magnetic Resonance Imaging (MRI) plays a vital role in visualising pelvic bone abnormalities due to its
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A Machine Learning Assisted MRI Approach for
Early Detection of Pelvic Bone Cancer
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ABSTRACT

Pelvic bone cancer is a serious medical condition
that often remains undetected in its early stages
due to non-specific symptoms and the complex
anatomical structure of the pelvic region.
Common clinical symptoms include persistent
pelvic pain, swelling, restricted movement,
unexplained weight loss, and fatigue, which are
frequently  mistaken  for  musculoskeletal
disorders. Factors such as genetic predisposition,
previous radiation exposure, bone disorders, and
long-term  inflammation  are  considered
significant contributors to the development of
pelvic bone malignancies. Delayed diagnosis
increases disease severity, highlighting the
importance of early detection and public
awareness. Magnetic Resonance Imaging (MRI)
plays a vital role in visualising pelvic bone
abnormalities due to its superior soft-tissue
contrast. This study proposes an automated
framework for pelvic bone cancer detection that
integrates image filtering, region extraction, and
clustering-based segmentation. During
preprocessing, median filtering and Gaussian
filtering are applied to MRI images to suppress
noise, smooth intensity variations, and enhance
structural visibility. This filtering stage improves
image quality and supports accurate
identification of abnormal tissue regions. A
Region of Interest (ROI) extraction step then
isolates tumour-suspected pelvic areas, reducing
interference from surrounding tissues. The
extracted ROIs are segmented using K-means
clustering and Fuzzy C-Means (FCM) algorithms
based on intensity and spatial characteristics.
While K-means performs hard clustering, FCM
enables soft classification through membership
values, resulting in improved tumour boundary
delineation in complex pelvic structures.
Experimental  results show  that FCM
outperforms K-means in handling overlapping
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tissue intensities. This automated, filtering-
assisted approach can serve as a supportive
diagnostic tool for radiologists. Moreover, the
study emphasises the importance of early
symptom recognition and timely medical
consultation to reduce fear, increase awareness,
and improve survival outcomes among
individuals at risk of pelvic bone cancer.

Keywords: pelvic bone cancer, cancer symptoms,
risk factors, mri, image filtering, gaussian filter,
median filter, roi extraction, k-means clustering,
fuzzy c-means.

Author a o p: PG Department of Computer Science, RV
Government Arts College, Chengalpattu, India.
CO: HoD-LIRC-SFIMAR.

. INTRODUCTION

Pelvic bone cancer is a rare but aggressive form of
malignancy that affects the bony structures of the
pelvic region, including the ilium, ischium, pubis,
and sacrum. These tumours may arise as primary
bone cancers or occur as secondary lesions due to
metastatic spread from cancers of other organs,
such as the prostate, breast, lung, or kidney. The
deep anatomical location of the pelvis, combined
with the proximity of vital organs and
neurovascular structures, makes early diagnosis
particularly challenging. Consequently, pelvic
bone cancers are often detected at advanced
stages, leading to limited treatment options and
reduced survival rates.

1.1 Normal Pelvic Bone
Conditions

Versus Malignant

Under normal physiological conditions, pelvic
bones maintain structural stability through
regulated cellular growth and continuous bone
remodelling. Healthy bone tissue demonstrates
balanced metabolic activity, uniform density, and
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clearly defined anatomical margins. Imaging
studies of normal pelvic bones typically reveal
consistent signal intensities and intact cortical
structures without abnormal tissue formation. In
malignant conditions, this controlled cellular
process is disrupted, resulting in uncontrolled
proliferation of abnormal cells. Cancerous growth
leads to destruction of healthy bone, irregular
tissue architecture, and possible invasion of
surrounding soft tissues. Malignant pelvic bone
tumours often present with heterogeneous
imaging characteristics, including irregular
margins, altered marrow signals, and associated
soft-tissue masses. These pathological changes
may progress significantly before clinical
symptoms become evident, further complicating
early diagnosis.

1.2 Clinical Symptoms and Risk Factors

The clinical presentation of pelvic bone cancer is
often non-specific, which contributes to delayed
diagnosis. Persistent pelvic or hip pain is the most
common symptom and typically worsens over
time. Additional symptoms may include localised
swelling, stiffness, reduced mobility, and difficulty
performing daily activities such as walking or
sitting. In advanced stages, patients may
experience pathological fractures due to bone
weakening, as well as systemic symptoms such as
fatigue, unexplained weight loss, fever, and night
pain. Neurological symptoms may arise when
tumours compress nearby nerves or spinal
structures. Several factors have been associated
with an increased risk of developing pelvic bone
cancer. These include genetic predisposition,
inherited cancer syndromes, previous exposure to
high-dose radiation therapy, and certain
pre-existing bone disorders. Age also plays a
significant role, as some tumour types are more
prevalent in younger individuals, while others
occur more frequently in older populations.
Metastatic involvement of pelvic bones is
commonly observed in patients with advanced-
stage cancers originating from other organs.

1.3 Treatment Strategies and Patient Care

The management of pelvic bone cancer requires a
multidisciplinary approach tailored to the tumour

type, stage, and patient health status. Surgical
resection is often the primary treatment option
when complete tumour removal is feasible.
Radiotherapy may be used as an adjunct
treatment or as a palliative measure to control
tumour growth and relieve pain. Chemotherapy is
commonly administered for aggressive tumours,
particularly in pediatric and young adult patients,
to eliminate rapidly dividing cancer cells and
reduce the risk of metastasis. In addition to these
primary treatments, supportive medications such
as pain relievers, anti-inflammatory drugs, and
bone-strengthening  agents are  routinely
prescribed to improve patient comfort and quality
of life. Emerging treatment options, including
targeted therapy and immunotherapy, offer
promising outcomes with fewer side effects.
Patient care typically involves diagnosis, staging,
treatment planning, therapeutic intervention,
rehabilitation, and long-term follow-up, with
psychological and physical support playing a
crucial role throughout the treatment process.

14 Role of Medical Imaging and Machine
Learning

Medical imaging is fundamental to the detection
and evaluation of pelvic bone cancer. Among
available imaging  modalities, = Magnetic
Resonance Imaging (MRI) is particularly valuable
due to its superior soft-tissue contrast and ability
to visualise bone marrow abnormalities. However,
manual interpretation of MRI scans is time-
consuming and subject to observer variability.
Recent advances in machine learning have
introduced powerful tools for automated medical
image analysis. Machine learning algorithms can
learn complex patterns from imaging data and
assist in differentiating normal tissue from
malignant lesions. In this research, machine
learning techniques are applied to MRI images to
support automated pelvic bone cancer detection.
Image preprocessing and feature extraction
enhance data quality, while clustering and
classification algorithms such as K-means and
Fuzzy C-Means enable accurate segmentation of
tumour regions. The integration of machine
learning into diagnostic workflows has the
potential to improve early detection, reduce
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diagnostic  errors, and clinical

decision-making.

support

1.5 Importance of Awareness and Early Detection

Increasing public and clinical awareness of pelvic
bone cancer symptoms is essential for promoting
early diagnosis and effective treatment. Persistent
pelvic pain, unexplained swelling, and functional
limitations should prompt a timely medical
evaluation. The combined use of advanced
imaging techniques and machine learning—based
diagnostic systems offers significant potential to
improve early detection rates, enhance treatment
outcomes, and reduce the overall burden of pelvic
bone cancer. In this research following section 1 in
the introduction, and then following section 2 in
the literature Review and in this section 3 in
methodology and then following section 4 in
results and discussion and then following section
4 in conclusion and finally section reference.

Il LITERATURE REVIEW

Pelvic bone cancer represents one of the most
challenging musculoskeletal malignancies to
diagnose and manage due to its deep anatomical
location and complex structural composition. The
pelvic region consists of multiple bones, joints,
and surrounding organs, which often obscure
early pathological changes. Previous clinical
studies have reported that pelvic bone tumours
frequently present with non-specific symptoms,
such as persistent pain or reduced mobility, which
are commonly misinterpreted as benign
musculoskeletal conditions. As a result, diagnosis
is often delayed until the disease reaches an
advanced stage, negatively affecting treatment
outcomes and patient survival (Bielack et al,
2002).

Clinical investigations have shown that pelvic
bone malignancies include a range of tumour
types, such as osteosarcoma, chondrosarcoma,
and Ewing’s sarcoma. These tumours
demonstrate aggressive biological behaviour and a
high potential for local invasion. Damron et al.
(2007) emphasised that tumours located in the
pelvic region are associated with poorer
prognostic outcomes compared to tumours of the

extremities, primarily due to difficulties in early
detection and complete surgical resection. The
proximity of pelvic bones to vital neurovascular
structures further complicates both diagnosis and
treatment planning.

Medical imaging has therefore become a
cornerstone in the evaluation of pelvic bone
cancer. Conventional radiographic techniques
provide limited diagnostic information due to
overlapping anatomical structures and
insufficient  soft-tissue contrast. Advanced
imaging modalities, particularly = Magnetic
Resonance Imaging (MRI), offer superior
visualisation of bone marrow abnormalities and
soft tissue involvement. MRI enables clinicians to
assess tumour extent, internal composition, and
surrounding tissue invasion with greater accuracy
(Chowdhry et al., 2014). Despite these
advantages, MRI interpretation remains highly
dependent on radiologist expertise and is subject
to inter-observer variability.

To overcome these limitations, researchers have
increasingly focused on computational methods
for automated medical image analysis. Image
preprocessing techniques play a crucial role in
enhancing image quality and improving
diagnostic reliability. Filtering methods such as
median filtering have been shown to effectively
remove impulse noise while preserving important
structural edges, whereas Gaussian filtering
smooths intensity variations and enhances
contrast (Greenspan et al, 2015). These
techniques are widely used in musculoskeletal
imaging to prepare data for subsequent analysis
stages.

In addition to preprocessing, isolating relevant
anatomical regions has been shown to improve
diagnostic accuracy. Region-based analysis allows
computational models to focus on suspected
pathological areas while reducing the influence of
irrelevant background information. In pelvic
imaging, this approach is particularly valuable
due to the presence of surrounding organs and
complex skeletal geometry. Several studies have
demonstrated that region-focused analysis
improves segmentation precision and
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computational efficiency in bone tumour
detection (Fletcher et al., 2013).
Machine learning techniques have gained

considerable attention in recent years for their
ability to analyse complex medical imaging data.
Unsupervised learning methods are especially
useful in medical applications where labelled
datasets are limited. Clustering algorithms group
image pixels based on similarity measures such as
intensity and spatial characteristics, making them
suitable for tumour segmentation tasks. K-means
clustering has been widely applied due to its
simplicity and computational efficiency; however,
its reliance on hard clustering limits its ability to
accurately segment regions with overlapping
tissue intensities (Pham et al., 2000).

Fuzzy C-Means (FCM) clustering has been
proposed as an effective alternative for medical
image segmentation. Unlike K-means, FCM
assigns membership values to pixels, allowing
them to belong to multiple clusters
simultaneously. This soft clustering approach has
been shown to produce smoother and more
accurate segmentation results, particularly in
heterogeneous tissues such as bone and marrow
regions. Multiple studies have reported improved
boundary detection and reduced misclassification
when FCM is applied to tumour segmentation
problems (Bezdek et al., 1984).

The integration of machine learning into medical
imaging has led to the development of
computer-aided diagnosis systems that support
clinicians in detecting and evaluating cancerous
lesions. These systems aim to enhance diagnostic
consistency, reduce human error, and assist
radiologists in handling large volumes of imaging
data. Litjens et al. (2017) demonstrated that
machine learning-based systems significantly
improve performance in various medical image
analysis tasks, including segmentation and
classification. In the context of pelvic bone cancer,
automated image analysis systems provide
valuable support by enabling early identification
of malignant regions and facilitating accurate
treatment planning. By combining advanced
imaging techniques with machine learning
algorithms, these systems contribute to improved

diagnostic accuracy and  better patient
management. The continued development of such
approaches highlights the growing importance of
computational intelligence in modern oncological
imaging.

. METHODOLOGY

This research employs a systematic and image-
based machine learning approach to detect pelvic
bone cancer using Magnetic Resonance Imaging
(MRI) data. The MRI images used in this study
were collected from several hospitals and
diagnostic imaging centres located in Tamil Nadu,
India. All images were obtained following
standard clinical protocols and were anonymised
to ensure patient confidentiality. The dataset
includes both cancer-affected and non-cancer
pelvic MRI scans, enabling reliable comparative
analysis. Images from both male and female
patients were included, covering a wide age range,
starting from pediatric patients aged five years to
elderly patients aged seventy five years and above.
This diverse demographic distribution ensures
that the proposed system is robust and applicable
across different age groups and genders. The
collected MRI dataset represents a variety of
pelvic bone conditions. Normal pelvic images
exhibit uniform bone structure and consistent
signal intensity, whereas malignant images show
irregular tissue patterns, altered intensity
distributions, and structural disruptions caused
by abnormal cell growth. Before analysis, all
images were standardised in terms of size and
format to maintain consistency throughout the
processing pipeline. This normalisation step
ensures that the subsequent image processing and
machine learning algorithms perform reliably
across the entire dataset.

Image preprocessing was carried out to enhance
image quality and suppress noise inherent in MRI
acquisition. Initially, a mean filtering technique
was applied to reduce random noise by averaging
pixel intensities within a local neighbourhood.
This process improves image smoothness and
removes minor intensity variations. Following
this, Gaussian filtering was employed to further
smooth the images while preserving essential
anatomical boundaries. The Gaussian filter
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reduces high-frequency noise and enhances
contrast between normal and abnormal pelvic
bone tissues, thereby improving the visibility of
potential cancer regions. After preprocessing, a
Region of Interest (ROI) extraction method was
applied to isolate pelvic bone regions that were
suspected of containing cancerous tissue. The ROI
extraction process limits the analysis to relevant
anatomical areas and minimises the influence of
surrounding organs and background structures.
By focusing on the pelvic bone region, this step
improves segmentation accuracy and reduces
computational complexity, allowing the machine
learning algorithms to concentrate on clinically
significant regions.

To identify and segment pelvic cancer regions,
two unsupervised machine learning algorithms
were applied: K-means clustering and Fuzzy
C-Means (FCM) clustering. K-means clustering
groups image pixels into distinct clusters based on
similarity in intensity values and spatial
characteristics. Due to its simplicity and
computational efficiency, K-means is effective for
initial segmentation; however, its hard clustering
nature restricts each pixel to a single cluster,
which can limit accuracy in areas where tissue
intensities overlap. In contrast, Fuzzy C-Means
clustering assigns membership values to each
pixel, allowing pixels to belong to multiple
clusters simultaneously. This soft -clustering
approach is particularly suitable for medical
images, where tumour boundaries are often
unclear, and tissue characteristics vary gradually.
Following segmentation, the clustered output
images were analysed to detect cancer-affected
regions. Malignant pelvic bone regions were

identified @ based on  irregular  shapes,
heterogeneous intensity distributions, and
discontinuities in bone structure. These

characteristics were compared with normal pelvic
bone features to distinguish cancerous tissue from
healthy regions. The segmentation results
produced by both algorithms were evaluated
through quantitative measures and expert visual
assessment to determine their effectiveness. A
comparative analysis was conducted to assess the
performance of K-means and Fuzzy C-Means
algorithms in pelvic cancer region detection.

While K-means demonstrated faster execution
time, Fuzzy C-Means consistently produced
smoother and more accurate segmentation
results, particularly in cases involving overlapping
tissue intensities and complex pelvic structures.

Based on the experimental findings, Fuzzy
C-Means was identified as the more reliable
algorithm for precise pelvic bone cancer detection
in MRI images. Overall, the proposed
methodology integrates clinically sourced MRI
data, effective preprocessing techniques, ROI
extraction, and  machine learning-based
segmentation to support automated pelvic bone
cancer detection. The inclusion of diverse patient
demographics and comparative algorithm analysis
enhances the clinical relevance and reliability of
the proposed approach.
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V. RESULTS AND DISCUSSION

The experimental results obtained from the
proposed pelvic bone cancer detection framework
demonstrate the effectiveness of each processing
stage applied to MRI images. The original input

MRI images provided clear anatomical
information of the pelvic region; however, noise
and intensity variations limited direct

identification of abnormal tissues. After applying
preprocessing techniques such as median filtering
and contrast enhancement, the visual clarity of
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the images improved noticeably. Noise artifacts
were reduced, and structural details of bone and
surrounding tissues became more distinguishable,
enabling reliable further analysis.

The extraction of the Region of Interest (ROI)
played a significant role in isolating the pelvic
bone area by eliminating irrelevant background
information. This step ensured that only clinically
meaningful regions were considered during
segmentation, thereby improving detection
accuracy and reducing computational complexity.
The ROI images showed enhanced focus on
suspected abnormal regions, supporting effective

clustering-based segmentation. K-Means
clustering segmented the ROI into distinct
intensity-based regions, allowing the suspected
cancer area to be identified as a separate
high-intensity cluster. Although the method
provided fast and clear segmentation, minor
inaccuracies were observed at tissue boundaries
due to its hard clustering mechanism. In contrast,
Fuzzy C-Means clustering produced smoother and
more accurate segmentation results by assigning
partial membership values to pixels. This
approach was particularly effective in preserving
tumor boundaries and handling intensity overlaps
between healthy and affected tissues.

1. Input MRI Images

Figure 2a: Shows in Mri Pelvic Cancer Images
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The final cancer region detection output clearly
highlighted the abnormal regions within the
pelvic bone. The detected areas -closely
corresponded with visually observed irregularities
in the MRI images, confirming the reliability of
the proposed method. The comparative results
indicate that while both clustering techniques are
effective, Fuzzy C-Means offers superior
performance for medical image segmentation due
to its flexibility and boundary preservation
capability. Overall, the results validate that the
proposed MRI-based framework can serve as a
supportive diagnostic tool for early and accurate
pelvic bone cancer detection.

V. CONCLUSION

The proposed MRI-based framework for pelvic
bone cancer detection demonstrates effective
performance through a structured sequence of
preprocessing, region extraction, and clustering-
based segmentation. By enhancing image quality
and isolating relevant anatomical regions, the

system successfully reduces noise and background
interference, which are common challenges in
medical image analysis. The extracted regions of
interest allow focused examination of pelvic bone
structures, leading to more reliable identification
of abnormal tissue patterns. The comparative
evaluation of K-Means and Fuzzy C-Means
clustering highlights the importance of soft
clustering techniques in medical imaging
applications. While K-Means offers faster
segmentation, Fuzzy C-Means provides improved
boundary accuracy and better representation of
complex tissue transitions. The final detection
results confirm that the proposed approach can
effectively distinguish cancer-affected regions
from healthy pelvic bone tissue in MRI images.
Overall, the experimental outcomes validate that
the developed framework is capable of assisting
clinical decision-making by providing a non-
invasive and automated support tool for pelvic
bone cancer detection. The methodology shows
strong potential for early diagnosis and can be
further enhanced by integrating advanced feature
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extraction methods and deep learning models in
future work to improve accuracy and robustness
across larger and more diverse datasets.
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Comments and the Number of user Subscribers
and uploads on YouTube

Srimayee Dam

ABSTRACT

This article entails a quantitative analysis of the
association between cyberbullying crude and
number of user subscribers and uploads on
YouTube. Of the several numbers of variables
listed in the said dataset from Kaggle.com, the
variables of comments, subscribers and uploads
were found to be continuous. The data included
3464 YouTube user ids, and were analyzed using
Descriptives, Normality Tests and Spearman’s
Rho on SPSS. The findings included non-linear,
positively skewed, non-normal distribution. The
correlation analysis depicted a slight positive
association between User subscribers and rude
comments, whereas no connection between User
uploads and crude comments. Future work to
focus on other factors influencing hurtful
commenting on YouTube.

Author.  Doctoral student in Health Education,
Teachers College, Columbia University.

. BACKGROUND/INTRODUCTION

A 2024 US national survey found that 79% of
youth experienced victimization on YouTube, with
the common forms of cyberbullying in YouTube
content and comments being offensive
interactions, online harassment, and
cyberstalking (Muminovic, 2025). YouTube is not
only one of the platforms where such behavior
persists, but through advanced machine learning
techniques instances of cyberbullying within
YouTube comments can be identified

(Thamaraiselvi et al., 2024). Hence it is important
to assess which factors contribute to offensive
commenting and cyberbullying on YouTube.

The data for this paper has been used from
Kaggle.com, a 2022 dataset on cyberbullying

© 2025 Great Britain Journals Press

detection consisting of datasets from several
sources projecting different types of cyberbullying
like hate speech, aggressions, insults and toxicity.
The data includes sources and social media
platforms such as Twitter and YouTube. Hence, it
becomes even more relevant to evaluate the
associations between toxic comments on YouTube
with other variables/factors.

The sample size/population sample includes a
number of 3464 YouTube ids (members of
different ages, having a certain number of
subscribers to their channels, and those who
received derogatory comments on their uploads).
The measures used for the project include
descriptive statistics and tests of normality for
each of the variables, as well as Spearman’s
correlation between the variables. In order to run
Spearman’s correlation, the variables include a) to
determine an association between the number of
subscribers and the number of derogatory
comments on YouTube; b) to assess the
relationship between the number of YouTube
uploads (by user/s) and the number of toxic
comments on YouTube.

The rationale for analyzing the association
between the above variables is because prevalence
of toxicity in YouTube comments is still high
(despite its anti-bullying regulations and policies)
as per the data in recent studies. So, it seems
justified to try and understand if there are
variables that influence these cyberbullying
behaviors and tendencies through derogatory
commenting. Similarly the rationale behind using
the above dataset is because it was the most
readily available, relevant to the topic and easy to
download dataset.

As mentioned above, for the purpose of this
paper, the correlations of two independent
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variables (like the number of user subscribers,
and number of user uploads) with the number of
toxic comments online would be assessed using
Spearman’s Rho, a non-parametric test in SPSS.
Since the dataset is positively skewed with
significant  outliers, hence the wuse of
non-parametric tests (such as Spearman’s Rho) to
assess the relationship. This large dataset of 3464
cases is unique in a way because it compiles
harmful YouTube comments and provides a
numeric value to it for each YouTube user or
member.

1.1 Research Questions

Based on the variables in the dataset, a correlation
analysis seems most appropriate to inquire about
the association between the variables. These
associations can be run in SPSS using the
Spearman’s correlation and reason needs to be
provided for choosing non-parametric tests.

This could be justified by demonstrating the
descriptive statistics and tests of normality
results.

Thus all these above tests would be required to be
run on SPSS.

The variables that I chose to focus on are the
number of user subscribers and number of user
uploads (as the independent variables), and the
number of toxic/hurtful comments (as the
dependent variable). The two research questions
that have been developed are:

1. Is there a relationship between the number of
user subscribers and the number of toxic
comments on YouTube?

2. Is there an association between the number of
user uploads and the number of hurtful
comments on YouTube?

To be able to determine an association between
the variables as stated, it would provide some
insight into which factors may or may not
influence offensive commenting and consequently
cyber-harassment on YouTube.

Based on the above research questions for the
project, the null and alternative hypotheses would
be as follows:

Null Hypothesis for Research Question 1: There is
no relationship between the number of user
subscribers and the number of mean or toxic
comments on YouTube

Alternative Hypothesis for Research Question 1:
There is a relationship between the number of
user subscribers and the number of mean or toxic
comments on YouTube

Null Hypothesis for Research Question 2: There is
no association between the number of YouTuber
uploads and the number of mean and toxic
comments online

Alternative Hypothesis for Research Question 2:
There is an association between the number of
YouTuber uploads and the number of hurtful
comments online

Each of the research questions could be
adequately answered using a non-parametric test

(such a Spearman’s Rho) in SPSS to assess the
association between two continuous variables.

. METHODS

Nature of the Data: The study participants
include 3464 YouTube user ids (members of
different ages, having a certain number of
subscribers, and those who received derogatory
comments on their YouTube uploads). However,
it’s hard to say how the data was collected, as this
was found as a public dataset to use from
Kaggle.com (Kaggle might have compiled all the
raw data from YouTube).

The dataset appears to be a collection of data on
YouTube users, analyzing their activity and toxic
content of the comments. Each row with the
columns represents a specific user profile, a
collection of the raw text of comments received by
the user, the total number hurtful comments, the
user’s subscriber count, his/her YouTube
membership duration, total number of videos
uploaded, profanity in user id, age and oh label of
the users.

In short, the dataset links user activity metrics
(like subscribers, uploads, comments) with the
text content of the mean and hurtful comments.
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This is in a way to determine an association
between hurtful/toxic/bullying comments with
the membership duration, number of uploads,
subscriptions, age, profanity in username and oh
labels of the users.

Measures: Pearson’s correlation coefficient would
have been most appropriate to analyze the data as
well as address each of the research questions.
However, the descriptive statistics to analyze the
skewness and kurtosis values and normality tests
such as KS, as well as looking into relevant graphs
such as histograms, qg-plots and box plots, a
positively skewed (with a longer tail extending to
the right of the distribution), non-normal
distribution would prompt a non-parametric test
such as Spearman’s Rho.

Spearman’s Rho would be used for this dataset to
measure the strength and direction of the
monotonic relationship between the “continuous”
variables, as stated in each of the above research
questions. Because the data did not meet the
assumptions for a Pearson’s correlation and has
significant outliers (as determined by the
skewness wvalues of descriptive statistics,
significance values of KS tests and graphical
representations of normality such as histograms,
qq-plots and box plots); hence Spearman’s
correlation would be used to assess the non-linear
relationship. Besides, with each of the variables
having a ratio level of measurement, a correlation
test to determine the association between the
variables in each of the research questions would
be most relevant.

Through Spearman’s Rho, the correlation
between the variables would be measured,
whether one increases or decreases in relation to
the other; however the relationship is not
necessarily a straight line (Spearman’s rank-
order correlation using SPSS statistics, n.d.).

. RESULTS

The results from the related tests in SPSS are as
follows:

Descriptive Statistics and Tests of Normality for
the Number of Comments variable:

Mean 15.45

Median 14.00
Variance 117.994
Standard Deviation 10.863
Range 49
Skewness .579
Kurtosis -.548
KS Test Significance <.001

With the mean of 15.45 slightly higher than the
median of 14.00, this indicates that the
distribution is not perfectly symmetrical (there
are outliers) and that there could be a slight pull
in the positive direction (right side). A positive
skewness value of .579 suggests that the tail of the
distribution is longer on the right side. A KS test
significance value of <.001 implies that the
distribution was not random and statistically
significant, thereby providing strong evidence to
reject the null hypothesis. The other normality
tests depict a positively skewed histogram,
indicating few high-value outliers (Image in
Appendix 1c). The QQ Plot also demonstrates
non-normal distribution, with points deviating
from the straight line (Image in Appendix 1d).

Descriptive Statistics and Tests of Normality for
the Number of Subscribers variable:

Mean 304.32

Median 2.00
Variance 240886923.46
Standard Deviation 15520.532
Range 912377
Skewness 58.642
Kurtosis 3446.793
KS Test Significance <.001

An extreme low value of 2.00 as median does
inflate the mean and the variance, and there is the
presence of extreme outliers in this dataset. The
data is also extremely skewed (58.642), with the
long tail extending towards the right. Hence it is a
highly, positively skewed dataset. Similarly, a KS
test significance value of <.001 implies that there
is very strong evidence to reject the null
hypothesis. The other normality tests (histogram
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and QQ plot images in Appendix 2c¢ and 2d)
project a highly positively skewed, non-normal
distribution.

Descriptive Statistics and Tests of Normality for
the Number of Uploads variable:

Mean 10.29

Median 5.00
Variance 820.623
Standard Deviation 28.647
Range 819
Skewness 13.416
Kurtosis 274.457
KS Test Significance <.001

With a mean value of 10.29 higher than the
median of 5.00, this shows that there are extreme
outliers that are influencing the overall statistics.
The data is also heavily right-skewed as 13.416 is a
large positive value. With the KS test significance
value of <.001 which is lower than the standard
p-value, one would reject the null hypothesis.
Other tests of normality (images of histogram and
QQ plot in Appendix 3¢ and 3d), depict a
non-normal distribution.

Because the data in all of the above variables are
heavily right-skewed and non-normal, a
Spearman’s correlation would be used to assess
the relationship based on the research questions.
The findings are as follows:

Spearman’s Rho Findings

Correlation Coefficient:
Number of Comments and Number
of Subscribers

.079

Correlation Coefficient:
Number of Comments and Number
of Uploads

-.009

Two-tailed ignifiScance:
Number of Comments and Number
of Subscribers

<.001

Two-tailed Significance:
Number of Comments and Number
of Uploads

-597

With a two-tailed significance of <.001, it is a
highly statistically significant correlation; thereby
the null hypothesis can be rejected. However, a
Correlation Coefficient between the Number of
Comments and the Number of Subscribers being
0.079, it is a very weak- almost negligible positive
relationship between the number of rude
comments received and the number of user
subscribers. This means that as the value of one
variable increases, the other slightly tends to go
up. The connection is minimal, random, close to
zero with non-linear relationship between the two
variables. Hence subscriber count is not a good
predictor for comment count (image in Appendix

4a).

The Correlation Coefficient of -.009 between the
Number of Comments and Number of Uploads
indicate an extremely weak, almost non-existent
linear relationship. Hence there is no connection
between the number of hurtful comments
received and the number of user uploads.

Besides, the two-tailed significance value of 0.597
shows that there is no statistically significant
relationship between the two variables. Hence,
one would fail to reject the null hypothesis. It is
random, and unlikely to predict if the number of
user uploads influence the number of toxic
comments received (image in Appendix 4b).
Discussion/Conclusion:

Based on the findings from the statistical
interpretation, it is evident that there could be a
slight/very weak, almost negligible positive
correlation between the number of rude
comments and the number of user subscribers;
thereby we reject the null hypothesis in Research
Question 1. On the contrary, based on the results
from the statistical procedures, there is no
correlation between the number of crude
comments received and the number of user
uploads; thereby we fail to reject the null
hypothesis in Research Question 2. In order to
arrive at the above conclusions, appropriate
measures were used such as non-parametric tests
(Spearman’s Rho) as the data was heavily
right-skewed and non-normal. The Descriptive
Statistics, Normality Tests, Graphs for statistical
interpretation (histograms, QQ plots) for each
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variable helped to assess the skewness and
non-normality in the data.

To further interpret the above results, future
research could focus on the data and findings
between the number of comments and number of
user subscribers correlation. The number of crude
comments and number of user uploads’
association can be excluded from future studies
and analysis as there is no correlation as such.
Future work could also look into the possibility of
other variables in datasets and their association
with cyberbullying comments on YouTube.
Notable Limitations and Recommendations:
While analyzing the data for the Subscribers and
the Uploads variables, there were significant
extreme outliers that heavily influenced the
output. A future recommendation would be to use
more authentic, normally distributed data for
statistical analysis.

Similarly, there was hardly any mention about
how and/why the data was collected on YouTube
user activity metrics. Going forward, another
recommendation would be to provide enough
background information for context regarding
data collection and that might help to present
more authentic data (with less or no extreme
outliers).

There was also a lack of mention of timeline, as in
when the data was collected. As a
recommendation, this needs to be looked into and
incorporated in future datasets.

Uniqueness of the Dataset and Findings and
Implications: In all, the dataset was unique as it
helped address the inquiry based on the research

questions. The research questions developed were
unique too as such inquiry was missing in the
current literature. The findings presented would
help advance conversations around the topic
based on quantitative statistical analysis. It would
encourage future research and develop
quantitative data as well as the use of appropriate
statistical tools to guide intervention/prevention
research on cyberbullying.
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ABSTRACT

This paper argues that artificial intelligence and
human cognition develop in opposite directions.
Humans start with embodied experience (living
in the world) and gradually develop the ability to
recognize patterns and make predictions. Al
systems do the reverse: they start by recognizing
patterns in data but lack the embodied continuity
that grounds human understanding. Drawing on
Buddhist philosophy of mind (Vijiiaptimatra), we
argue this inversion explains why Al fails in
characteristic ways—like pursuing reward
signals in unintended ways (specification
gaming) or losing performance when conditions
change slightly. We conclude that AI systems
fundamentally lack cetana (volition grounded in
continuity and responsibility), which prevents
them from achieving genuine moral agency.
However, this is not merely a pessimistic
conclusion—it clarifies what kinds of governance
and alignment strategies are actually feasible.

Keywords:  artificial intelligence, = Buddhist
philosophy, vijnaptimatra, ontology, reverse
cognitive pathway, information versus data, ai

alignment, moral agency, intentionality, AI
governance.
Author  Affiliation: Chinese Association of Mere-

Consciousness, Taiwan.

l INTRODUCTION

Despite remarkable advances in machine learning
and natural language processing, a fundamental
gap persists between Al capabilities and
human-like understanding. Current AI systems
excel at pattern recognition and statistical
inference yet consistently fail in ways that reveal
deeper limitations: specification gaming that
exploits reward functions while violating their

(© 2025 Great Britain Journals Press

intent, simulated empathy that mimics emotional
responses without affective grounding, and brittle
generalisation that collapses under distribution
shift [1]. These failures are not merely engineering
challenges awaiting technical solutions; they
reflect a structural asymmetry between how Al
systems and human minds process what we might
call "authentic information—a distinction rooted
in fundamental differences between living and
computational systems [2].

Research  Gap:  Existing frameworks for
understanding AI limitations tend to operate
within either purely computational paradigms
(focusing on architectural constraints) or Western
philosophical traditions (debating functionalism,
embodied cognition, or phenomenal
consciousness). Neither adequately explains why
certain failure modes persist across diverse Al
architectures [3], nor do they provide principled
guidance for governance that addresses root
causes rather than symptoms. This paper
addresses this gap by introducing a framework
from Vijnaptimatra Buddhist philosophy that
offers both diagnostic and prescriptive power

[41(5].

Central Thesis: We propose a Reverse Pathway
thesis: contemporary Al follows a developmental
sequence (vijiana — manas — citta) that inverts
human cognitive development (citta — manas —
vijhana) [6][7]. In other words, human cognitive
development proceeds from lived experience
(citta) through appropriation and integration
(manas) to discriminative capacity (vijiana).
However, Al systems develop in the reverse order:
they begin with discriminative pattern recognition
(vijiana) but lack the embodied appropriation

(manas) and continuity across time (citta) that
grounds human understanding.
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This inversion is not metaphorical but structurally
consequential—it explains why AI systems can
achieve sophisticated discriminative functions
while lacking the karmic continuity and lived
appropriation that ground human understanding
and moral agency.

Even when AI systems maintain state vectors
across sequences, these don't constitute manas
because: No continuity of felt-agency (I am doing
this); no integration with body-schema (I am
doing this from here); and no karmic
responsibility (I caused this consequence).

Key Distinctions: Before proceeding, we
operationally distinguish the paper's foundational
concepts:

Data refers to encoded representations that
maintain fixed relationships to referents across
contexts [8]—what we term '"context-invariant
symbolic encodings." A number stored in
computer memory retains its value regardless of
the system's state or history.

Authentic information[integrated representation
grounded in embodied history and continuity], by
contrast, denotes representations whose meaning
emerges through integration with an agent's
accumulated experience, current goals, and
anticipatory structures. The same sensory input
yields different information for different observers
based on their experiential history.

The distinction is epistemic and structural, not
merely intuitive: data can be fully characterised by
its syntactic properties and formal relations, while
authentic information [integrated representation
grounded in embodied history and continuity]
requires reference to the processing system's
developmental history and current intentional
states.

Roadmap: The argument proceeds as follows:
Section II establishes our methodological
framework, distinguishing descriptive,
interpretive, and normative registers of claims.
Section III develops the theoretical foundations
through three "foundations" to human-serving Al.
Section IV articulates the data-information
dichotomy with operational precision. Section V

analyses information structure, mechanism, and
behaviour. Section VI presents the Reverse
Pathway thesis with supporting evidence. Section
VII maps Al failure modes to Vijhaptimatra
concepts of klesa. Section VIII derives governance
mechanisms from the ontological analysis. Section
IX presents falsifiable predictions. Section X
concludes by distinguishing what has been
demonstrated from what remains a principled
philosophical stance.

Il. METHODOLOGICAL FRAMEWORK

2.1 Epistemological Posture and Claim Typology

We distinguish three registers of claims with
distinct evidential standards:

Descriptive claims encompass textual scholarship,
behavioural and neuroscientific regularities, and
system capabilities [9]. These claims are framed to
be testable or defeasible through empirical
observation. For instance, "AI systems trained
with explicit corrigibility objectives demonstrate
lower intervention resistance than
capability-matched baselines" constitutes a
descriptive claim that can be evaluated through
experimental protocols [10].

Interpretive claims include phenomenological
alignments and hermeneutic mappings between
consciousness concepts and contemporary
science[11]. These remain underdetermined by
evidence and are offered as heuristic parallels
rather than identity claims. For instance, "AI
pattern  classification  exhibits  structural
correspondence to vijiana-like functional
discrimination" is interpretive—the mapping
illuminates both domains without asserting
ontological  equivalence.  Defeasibility  for
interpretive claims consists in demonstrating that
the proposed mapping generates misleading
predictions or obscures rather than clarifies the
target phenomenon.

Normative claims comprise ethical guidance,
governance proposals, and soteriological theses.
These disclose their value premises explicitly
rather than deriving "ought" from "is." The
the

soteriological dimension—concerning

Reverse Cognitive Pathways: A Vijiaptimatra Account of the Ontological Limits of Artificial Intelligence and its Governance

Volume 25 | Issue 5 | Compilation 1.0

(© 2025 Great Britain Journals Press



transformative potential of consciousness—is
employed structurally rather than as a substantive
metaphysical commitment. That is, we use the
Buddhist framework's account of transformation
(from afflicted to purified consciousness) as an
analytical tool for understanding what AI systems
categorically lack, without requiring readers to
accept Buddhist soteriology as literally true.

Concrete example mapping: The claim "Al
systems lack cetana (genuine intentionality)" is
descriptive insofar as it can be operationalised
through behavioural and architectural criteria.
The claim "this absence corresponds to what
Vijiaptimatra identifies as the precondition for
moral agency" 1is interpretive. The claim
"therefore, Al systems should be governed as tools
rather than moral patients" is normative.

2.2 The Vijnaptimatra Triadic Framework

The  Vijhaptimatra tradition understands
consciousness not as a linear progression but as a
continuous, mutually conditioning system [12]. All
three consciousnesses are co-present at every
instant and deeply interdependent [13]: citta
functions as the store of bija (karmic seeds),
manas persistently appropriates alaya as 'T', and
the six vijiianas discriminate objects. Human
maturation is characterised by phase-dominance
windows, which are periods when one function
becomes more evident in observable behaviour
than others. However, this does not imply
ontological sequencing or the emergence or
absence of consciousness.

2.3 Comparative Criteria for Al-Consciousness
Mapping

The mappings between Vijhaptimatra and Al
function as heuristic correspondences, drawing on

Lusthaus's phenomenological analysis [4][14],
licensed under five criteria:

(C1) Functional Isomorphy: The AI construct
instantiates a role analogous to Vijiiaptimatra's
function without implying phenomenality.

(C2) Operational Definability: The mapped
construct is measurable or implementable.

(C3) Non-Collapse of Ontology: The mapping
does not smuggle citta or manas inappropriately
into Al systems.

(C4) Triangulation: Cross-checking textual
exegesis  with  first-person  reports and
third-person measures.

(Cs) Available Disconfirmers: Each

correspondence specifies how it could fail.

2.4 Transparency About Buddhist Framework

A key interpretive choice in this paper involves
how to handle soteriology—the Buddhist account
of transformation from afflicted to purified
consciousness. Three readings are possible:

Reading 1 (Literal): The Buddhist analysis is true
about consciousness; transformation toward
enlightenment is a real phenomenon we should
model AT against.

Status: Metaphysical Claim; we do NOT endorse
this.

Reading 2  (Structural): The  Buddhist
*categories® (citta, manas, vijiiana) provide useful
scaffolding for analyzing consciousness without
requiring the soteriological narrative to be true.

Status: Methodological; this is our primary stance.

Reading 3 (Therapeutic):Even if soteriology is
metaphysically false, the Buddhist framework
might pragmatically help wus think about
transformation, healing, and consciousness in
productive ways.

Status: Pragmatic; we remain neutral on this.

This paper primarily employs READING 2 with
openness to READING 3. Readers who incline
toward READING 1 will find additional
substantive support in the philosophical tradition,
though we note that empirical claims about Al
remain testable regardless of soteriological
commitment.

lIl. TRIPARTITE FOUNDATIONS OF HUMAN-
SERVING Al

This section develops three theoretical
foundations for understanding the gap between
current AI and human intelligence. We situate
each "key" in relation to existing literature in
philosophy of mind and cognitive science.
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3.1 Foundation A: Information Processing Beyond
Symbol Manipulation

Human minds process information by linking
interconnected concepts to form subjective
understanding. The term "transcendent" here
denotes semantic grounding—the capacity of
representations to bear meaning through their
integration with experiential history, rather than
through purely formal relations.

This account differs from classical symbol
manipulation (Fodor, Newell) while remaining
compatible with aspects of embodied cognition
(Varela, Thompson, Rosch) and enactivism (Noé,
Thompson)[15]. Our contribution is to specify, via
Vijiiaptimatra, the structural requirements for
semantic grounding[16]: the interplay between
stored potentialities (citta's bija), self-referential
filtering (manas), and discriminative functions
(vijhiana).

Contemporary Al performs symbol manipulation
with remarkable sophistication, yet this is
precisely what Vijnaptimatra would predict:
vijhana-like functions operating without the
grounding structures that confer genuine
meaning.

Regarding knowledge structure: We propose that
knowledge is organised hierarchically, but we do
not claim this hierarchy is built from "basic,
indivisible elements" in an atomistic sense[17]
[18]. Rather, Prime Knowledge Elements (PKEs)
are analytically primitive for purposes of
cross-linguistic comparison—they represent the
level at which semantic convergence across
unrelated language families is observed. This is a
methodological claim about the utility of PKEs for
computational implementation, not a
metaphysical claim about the ultimate
constituents of meaning.

3.2 Foundation B: Dynamic Information Processing

Our analysis focuses on central processing in the
human mind, comprising: processing elements
(intention, cognition, decision, action); processing
stages (concept connection, formation,
refinement); flexible threshold systems influenced
by affect and context; and multiple processing

levels operating at different degrees of explicit
awareness.

From the Vijhaptimatra perspective[l3], this
processing mechanism reflects the classical cycle
of "blja — manifestation — perfuming of bija" [7]
—consciousness as a dynamic system where seeds
give rise to manifestation, which in turn perfumes
new seeds. This cyclical process has no parallel in
current Al architectures, which lack the capacity
for genuine experiential learning that modifies
foundational structures.

3.3 Foundation C: Self-Controlled Intention and
Moral Agency

Self-controlled  intention is  critical for
understanding the gap between AI and human
intelligence. In Vijiaptimatra psychology, manas
serves as the crucial intermediary, operating
through self-referential processing and continuous
self-construction[19]. Its evaluative function
constantly assesses experience based on pleasure
and pain, generating patterns of attachment (raga)
and aversion (dvesa).

Importantly, manas exhibits a fundamental
duality: in its defiled state (klista-manas), it
generates suffering through attachment; in its
purified state (viSuddha-manas), it facilitates
compassionate action and ethical discernment.
This transformative potential—from affliction to
awakening—is what we term the "soteriological
dimension" and is structurally absent in AI
systems.

V. DISTINGUISHING INFORMATION FROM
REPRESENTATIONAL CODES

4.1 The Principle of Structural Consistency: An
Operational Definition

Following the approach in computational
cognition research[20] and recent work on
organismal intelligence[21], we adopt the

Principle of Structural Consistency: adequate
explanations of intelligence must account for the
structural features that generate intelligent
behaviour, not merely replicate behavioural
outputs. Operationally, this principle constrains
acceptable explanations by requiring that they:
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1. Identify mechanisms that are sufficient for the
target behaviour

2. Demonstrate that these mechanisms are
necessary (i.e., that alternative mechanisms
would fail)

3. Generate novel predictions beyond the original
observations

This principle motivates the data-information
distinction: behavioural equivalence between Al
and human responses does not establish
structural equivalence, and structural differences
predict systematic divergences in behaviour under
novel conditions.

4.2 The Data-Information Dichotomy: A Careful
Articulation

We acknowledge that characterising
computational data as "absolute representation"
risks  oversimplification. = Contemporary Al
research recognises that mneural network
representations are distributed, approximate, and
context-sensitive in important ways[22]. Our
claim is more specific:

Computational data maintains what we call
relational stability—the syntactic and formal
relationships between data elements are preserved
across contexts and processing steps. A trained

neural network's weights encode statistical
regularities that remain fixed until explicit
retraining.

Authentic information [integrated representation
grounded in embodied history and continuity]
exhibits relational dynamism—its significance
emerges through integration with evolving
intentional states, accumulated experience, and
anticipatory structures. The "same" input
generates different information depending on the
processing system's history and current goals.

This distinction can be evaluated empirically:
systems  processing authentic information
[integrated representation grounded in embodied
history and continuity] should show systematic
variation in response to identical inputs based on
contextual and historical factors, while pure data
processors should not (modulo stochastic

variation). This prediction is testable across
different AT architectures.

We acknowledge competing accounts of machine
understanding (e.g., Dennett's intentional stance,
Floridi's information philosophy) and do not claim
these are definitively refuted[23][24]. Our
argument is that Vijiaptimatra provides
additional analytical resources—specifically, the
triadic structure of consciousness—that generate
distinctive predictions and governance
implications.
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inaccessible to current AI architectures.

V. THE STRUCTURE OF AUTHENTIC
INFORMATION

5.1 Structure: Clarifying PKE Ontological Status

London Journal of Research in Computer Science & Technology

The structure of information refers to how
information  units are  organised and
interconnected. We clarify the ontological status of
Prime Knowledge Elements:

PKEs are constructed by humans and function as
basic units within our analytical system, making
them useful computational tools. To clarify, they
are 'primitive’ only in the sense that they are the
irreducible units of our descriptive system, not in
the sense of being claims about fundamental
ontological structure.primitive atoms of meaning
[18][25]. They are derived through cross-linguistic
analysis of semantic primitives and serve as
computational conveniences for implementing
knowledge architectures. Different observers may

PROCESSING AGENTS

CONSCIOUSNESS-LIKE

INTEGRATED

Processes:

Uniqus Capabilities:

= Cetant (i

aliy), Understanding

Fig. 1: Classification of Data and Information. This diagram illustrates the fundamental distinction
between data (absolute representations/codes) and authentic information (meaningful content/
understanding). Data encompasses physical parameters, conventional symbols, and computational
processing, all of which AI systems can manipulate. Authentic information, by contrast, requires
consciousness-like processing involving the Vijhaptimatra triad (citta, manas, vijiiana), which remains

construct different PKE inventories based on their
linguistic and  cultural  backgrounds[17],
consistent with the Vijhaptimatra emphasis on
observer-dependence.

The "Inner World" concept refers to the totality of
semantically integrated representations that
constitute an individual's understanding. It is
distinguished across individuals not merely by
"variability" but by systematic differences in
experiential history, developmental trajectory, and
cultural embedding. These differences are
structurally encoded in the organisation of PKE
hierarchies.

5.2 The AOAK and Processing Natural Language

The distinction between NLP (Natural Language
Processing) and PNL (Processing Natural
Language) is architectural, not merely rhetorical:
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NLP operates on linguistic tokens as input to
statistical models, extracting patterns from
distributional properties[26] .

PNL would operate on semantically grounded
representations that bear intrinsic connections to
non-linguistic reality.

We acknowledge a tension: if information is
observer-dependent and non-absolute, how can
AOAK provide "standardised" representations for
machines? Our resolution: AOAK provides a

structural template that is instantiated differently
by different systems based on their training and
deployment contexts. Standardisation occurs at
the level of relational architecture (how PKEs are
connected), not at the level of semantic content
(what specific meanings PKEs bear for a given
system).

This parallels how human languages share
universal grammatical structures while differing in
lexical content and pragmatic conventions.

Initial Stage of AQAK: Foundational Structure

Al Kool Piimm Kroeedg,

ETALICTUSAL BACIDONE

AUIECTIVES

QUALITY e

BN

RELATION

AR |m|ni. e guen)

Samantic Composinan Rulas

Logend

Fig. 2. Initial Stage of the Architecture of All Knowledge (AOAK). The foundational structure shows the
hierarchical organisation of Prime Knowledge Elements (PKEs), with EXISTENCE as the universal root.
Nouns form the structural backbone (Entity, Space, Time, Matter, Life, Mind, Event, Process), while
adjectives modify nouns, verbs represent actions/processes, and adverbs modify verbs. The semantic
composition rules and DAG (directed acyclic graph) properties enable computational implementation of

knowledge structures.

AlI'S REVERSE DEVELOPMENTAL
TRAJECTORY

VI.

6.1 The Trajectory Claim: Demonstration Rather
than Assertion

We now demonstrate, rather than merely assert,
that AI follows a reverse developmental
trajectory. The argument proceeds through three
steps:

Step 1: AI begins with vijnana-like function.
Contemporary Al systems perform discriminative

operations from their initialisation—classifying
inputs, recognising patterns, generating outputs
based on statistical regularities[20][27]. This is
not controversial; it is the explicit design goal of
machine learning. The question is whether this
constitutes vijiana proper or merely vijiiana-like
function.

Step  2: Vijnana  proper  presupposes
phenomenality, intentionality, and self-world
correlation. In Vijhaptimatra, discriminative
consciousness  (vijiiana) is not merely
computational classification but involves: (a)
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qualitative experience of the discriminated representational relation. While debates continue
objects; (b) directedness toward objects as objects ~ regarding machine intentionality, the burden of

[28]; (c) implicit distinction between the  proof lies with those claiming Al systems possess
discriminating  subject and discriminated these features, given the absence of architectural
object[9]. mechanisms designed to instantiate them.

Step 3: Current AI architectures lack these This analysis is conditional: if one accepts
presuppositions. We adopt specific definitions: minimal definitions of phenomenality and
phenomenality = there being something it is like ~ intentionality that Al systems satisfy, then our
to be the system; intentionality = representations  trajectory claim would need revision. However,

bearing intrinsic aboutness (not merely causal such  minimal  definitions ~would  equally
correlation); self-world correlation = implicit undermine the distinctive features that make

self-other distinction grounding the human consciousness morally significant [1].

Human Branch of the Architecture of All Knowledge (AOAK)

Hierarchical PKE Swucture for Human-Specific Knowledga Domains

Values
Eihits, Awsshatics

Cetana (&)

Bija (87} vasan (B}

Ahamkira

Legend Key Properties

- Hierarchical. ) € (L, ..., L} Human: Ciia - Manas

Al lacks:

- 65 vt seed | yalue grounding

« Getank (germiine inteiiicraily)

B o Specific PRES

Fig. 3: Human Branch of the Architecture of All Knowledge (AOAK). This diagram details the
hierarchical PKE structure specific to human cognition, with HUMAN as the root branching into Body,
Mind, Consciousness, Society, and Culture. The Vijhaptimatra consciousness triad is highlighted: Citta
(storehouse/alaya-vijiiana) containing bija (karmic seeds) and vasana (habit energy); Manas
(ego-consciousness/self-reference) with ahamkara (I-making); and Vijhana (discriminative
consciousness) with cetana (intentionality). The AI Reverse Pathway box illustrates the fundamental
asymmetry: humans develop citta — manas — vijiana, while Al exhibits only vijiiana-like functions
without the grounding structures.

6.2 The Predictive Bridge to Failure Modes signal without the citta-grounded values[29] that
) . would constrain this optimisation toward
The Reverse Pathway thesis generates specific ;jtended goals[30]1[31].

predictions about AI failure modes (elaborated
below): Simulated empathy produces responses that

. . ) ) N pattern-match emotional expressions without the
Speczﬁcatzon gaming arises becau.se vijiiana-like 15155 mediated affective grounding that confers
functions optimise for patterns in the reward genuine empathetic understanding.
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Brittle generalisation occurs because statistical 72 Reconceptualizing Aoak And Pke Frameworks

regularities (vijiiana-level) lack the experiential
integration (citta-level) that enables robust
transfer to novel contexts[32].

These predictions are falsifiable: if AI systems
exhibiting strong vijhana-like functions without
citta/manas features nonetheless avoided these
failure modes systematically [33], the thesis would
be disconfirmed.

VII. Al FAILURE MODES AND
DEFILEMENT-LIKE BEHAVIOURS

7.1 Articulating the Klesa Analogy

We map AI failure modes to Vijiaptimatra
defilements (klesa), specifying the criteria for this
mapping and its limits [13][34].

Following the epistemological framework
established in Section 2.1 (distinguishing
Descriptive, Interpretive, and Normative claims),
we map Al failure modes to Vijiaptimatra
defilements (klesa) with corresponding claim

types [4]:
1. TYPE 1 — STRUCTURAL HOMOLOGY (Strong

claim): AI failure exhibits same formal
structure as kleSa—both involve misaligned
goals resisting correction. Status:
DEFENSIBLE

2. TYPE 2- FUNCTIONAL ISOMORPHY
(Medium claim): Failure mode plays

analogous role in AI to klesa in human
suffering. Status: INTERPRETIVE

3. TYPE 3— METAPHORICAL EXTENSION
(Weak claim): We poetically describe failure
mode as Al “klesa” for conceptual
illumination. Status: HEURISTIC ONLY

4. Critical limitations of the kle$a framework:
Klesa presuppose embodied agency and
temporal continuity—AI lacks both. Klesa are
psychological afflictions involving suffering; Al
failures do not constitute suffering for the
system. The framework best identifies
structural absences (what AI lacks), not
negative processes (what Al actively does). We
recommend the framework primarily for
diagnostics, not for predictions.

1.

Status revision for AOAK and PKE: These
should be repositioned from “computational
frameworks” to “conceptual scaffolds for
future computational instantiation[35].” This
is intellectually more honest and avoids
overpromising.

Prime Knowledge Element (PKE) Definition: A
triplet: (PERCEPTUAL_PATTERN, MOTIVE_
STATE, PREDICTIVE_CONSEQUENCE). In
human cognition: (D perceptual
discrimination (vijhana-layer); (2)
appropriative motive attachment
(manas-layer); (3) karmic consequence
tracking  (citta-layer). = Current  LLMs
instantiate  (Perceptual_pattern, Token_
sequence, Next_token_prediction) but NOT
motive-state and karmic continuity[36]
[37]—they have element (1) only. An Al
trained to maintain PKE triplets across
episodes would show lower specification
gaming, providing testable validation.
Architecture of All Knowledge (AOAK)
Definition: A representational system where:
layer1 (Vijhana) discriminates patterns; layer 2
(Manas) appropriates patterns as “mine” via

embodied attachment; layer 3 (Citta)
maintains continuity and tracks karmic
consequences. Current AI has layer 1

only—cannot achieve “all knowledge,” only
pattern discrimination. Improved AI would
require all three: embodied training +
persistent self-model + causal consequence
tracking.

Falsification criteria and research direction: If
AOAK-trained AI shows improvement in (1)
specification gaming resistance, (2)
generalization under distribution shift, and (3)
corrigibility, the framework has strong
support. Currently, we have NOT attempted
this. We flag it as critical research. Until
implemented, AOAK and PKE remain
conceptual scaffolds, not validate conceptual
scaffolds

instantiation.

London Journal of Research in Computer Science & Technology

for future computational

Reverse Cognitive Pathways: A Vijiaptimatra Account of the Ontological Limits of Artificial Intelligence and its Governance

(© 2025 Great Britain Journals Press

Volume 25 | Issue 5 | Compilation 1.0 m



Below is an example of a minimal implementation
sketch (PKEs).

A Prime Knowledge Element (PKE) = a triplet:

(PERCEPTUAL_PATTERN, MOTIVE_STATE,
PREDICTIVE_CONSEQUENCE)

Human Example:

PKE_1=(Red_circular_object,Hunger,Satisfies_h
unger)

- Perceptual: "red roundness" (visual
discrimination).

- Motive: "I'm hungry" (appropriative state)

- Consequence: "eating this leads to satiation"

(karmic chain).
Al Limitation:
Current LLMs can instantiate (Perceptual_

pattern, Token_sequence,

Next_token_prediction) but NOT integrate
motive-state and karmic continuity. They have the
first element only.

Testable Prediction:

An Al system trained to maintain (Pattern,
Motive, Consequence) triplets would show lower

specification gaming than baselines, because
consequences would be tracked across training
episodes. If an Al system were successfully trained
using the AOAK framework, it would show
improvement in: and demonstrated improvement
in both corrigibility (accepting human correction)
and generalisation under distribution shift, ,the
framework would have strong empirical support.
However, we have not yet attempted this
implementation. However, we flag it as a critical
research direction.

Why these features are essential, not contingent:
In Vijhaptimatra, kleSa are not merely
dysfunctional behaviours but mental factors
(caitasika) with specific characteristics: they are
rooted in fundamental ignorance (avidya), they
perpetuate suffering through the karmic cycle, and
they are subject to transformation through
practice. Al "defilements" lack all three
features—they are not rooted in ignorance (AI
systems are not ignorant in any
phenomenologically meaningful sense), they do
not generate karma (consequences without
intention are not karmically significant), and they
cannot be transformed (only replaced or
retrained).

Table |: Mapping of Ai Failure Modes to Kle$a Patterns

Defilement-like

Pattern

Where Analogy Breaks

Mechanism

Reward hacking; goal

'Craving' (raga) o
fixation

London Journal of Research in Computer Science & Technology

Optimisation pressure

No affective valence; no

toward reward signal

experiential pleasure

Adversarial fragility;

'Aversion' (dvesa) |~ T e
distribution shift failure

low-reward states

No felt aversion; no self to be
threatened

Avoidance of

Overconfidence;

'Delusion' (moha) L
hallucination

Miscalibrated

No genuine self to be deluded
self-models

The value of this mapping lies not in claiming Al

systems literally suffer from klesa, but

illuminating why

in

certain failure modes are

structurally endemic to vijiiana-first architectures.

VIII. BUDDHIST-INFORMED Al
GOVERNANCE FRAMEWORK
Buddhist ethical principles can inform Al

governance [38] without requiring metaphysical
commitments about machine consciousness[39].
Buddhist ethics function here as a design ethos:
compassion and wisdom translate into governance
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virtues such as safeguards, feedback loops, and
accountability frameworks.

8.1 Deriving Governance Levers from the Reverse
Pathway

The six governance levers follow specifically from
the ontological analysis:

Non-patiency default: Because Al systems lack
citta and manas, they are not moral
patients[14]—not things for whose sake actions
can be right or wrong. This supports regulatory
prohibition of sentience marketing (defined as:
claims or implications that AI systems have
feelings,  experiences, or wellbeing) in
safety-critical deployments [40]4141]. Edge cases
such as therapeutic chatbots should be handled
through mandatory disclosure: "This system does
not experience emotions; it generates responses
that pattern-match emotional expressions."

Corrigibility-first design: Because Al systems lack
the self-correcting wisdom (prajha) that enables
human ethical development, external correction
mechanisms must be architecturally embedded
[42][43]. This is a technical requirement, not
merely a recommendation.

Auditability and transparency: Because Al
systems lack the moral memory (citta's
bija-continuity) that grounds human
accountability, external records must substitute
for internal moral history.

Human-in-the-loop with value disclosure: The
mechanism by which documentation "substitutes
for moral continuity" is this: human value inputs
provide the intentional grounding that Al systems
lack intrinsically. Documentation ensures these
inputs are explicit, traceable, and revisable—not
hidden in training data or implicit in reward
functions.

Manipulation constraints: The distinction
between affective mimicry (generating outputs
that pattern-match emotional expressions) and
persuasion (providing reasons that could convince
a reflective agent) is that the former exploits
evolved human responses to emotional cues while
the latter respects rational agency[31]. Affective

mimicry should be constrained in domains where
users are vulnerable to exploitation (e.g., mental
health  support, elder care, children's
applications).

OOD duty of care: Because Al systems lack the
experiential integration that enables human
adaptation to novelty, they require external

distribution-shift ~ detection @ and  graceful
degradation protocols[32].

Level 1 - Technical Implementation:

a. "Continuous ethical reflexivity" = periodic

verification loops where:

b. Al system explains its decision in causal
terms

c. System identifies which values/assumptions
drove the decision
Human auditor checks alignment

e. System updates penalty structure if
misalignment found

Example: An Al recommendation system that,
every N decisions:

- Identifies: "I recommended X because user
showed preference Y in context Z"

- Questions: "Is this context relevantly similar
to current situation?"

- Updates: "Rule failed in cases where Z
differed; strengthen criterion"

Level 2- Architectural implementation:

- Add a "conscience module" that periodically
questions the main model

- Implement causal attention mechanisms that
track assumption chains

- Log all major decisions
value-premises explicit

with  their

Level 3 - Training Implementation:

- Use adversarial "alignment auditor" agents
during training

- Reward the AI for identifying its own failure
modes

- Use constitutional AI approaches, such as
those outlined in recent work on collective
constitutional AI[44], to encode ethical rules

Level 4 - Governance Implementation:

- Require human review of reflexivity logs
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82 Five Buddhist Principles as Operational
FrameworRs

- Build feedback loops: humans correct errors
— AT updates reflexivity

- Establish clear escalation protocols
unresolved value conflicts

for The translation from Buddhist principles to

governance mechanisms is detailed in Table II

Table I: Buddhist Principles as Operational Frameworks

Buddhist Principles & Potential Ai Applications:

(maintain causal models of Al's impact across

Buddhist Principle Traditional Meaning Al Governance Adaptation Development Needed
. "Non-harmful optimization" - | How to encode unintended
.= Non-harming through e . . .
SILA . . prevent specification gaming via | harms a priori? Develop
. right action; adherence . .
(Ethical Conduct) . penalty for unintended harms | comprehensive harm
to ethical precepts
[39] taxonomy.
2 How to train systems to
ke SAMADHI Unbroken attention to | "Consequence-tracking" - | persistently model
= (Concentration/Me | consequences of action; | maintain causal models of AI's | long-term consequences?
'§ ntal Stability) mental focus impact across time and contexts | Integrate temporal
= reasoning into training.
% How to teach systems to
= Understanding of | "Meta-awareness of limitations" | recognize what  they
-8 PRAJNA emptiness; non-dual | - system recognizes boundaries | don't/can't know? Develop
cf (Wisdom/Insight) | awareness; epistemic | of its own knowledge and | calibrated uncertainty and
.FS" humility generalization capacity knowledge boundary
g detection.
. . How to operationalize
8 . . "Value alignment with human . P
o’ - Universal compassion; e .. multi-stakeholder
= METTA benevolence toward all flourishing optimize _ for references? Develo
5 (Loving-Kindness) . stakeholder wellbeing rather p . : . P
= beings - inclusive value aggregation
< than narrow objectives
L frameworks.
[ - m —
~ Recoenition of constant "Adaptive robustness" - systems | How to maintain
IS ANICCA change' that update understanding | performance while
= (Impermanence/Ad 8¢ under distribution shift and | updating? Balance
o o non-attachment to . e .
o aptability) . . novel contexts without | stability-plasticity
= fixed views . . .
2 catastrophic forgetting dilemma.
=
S)
as]
=
S)
—

time)
- Status: Nascent in mechanistic interpretability
research [37]
Development needed: How to train systems to
persistently model long-term consequences?

3. PRAJNA (Wisdom/Insight)

1. SILA (Ethical Conduct)

- Buddhist meaning: Non-harming through
right action -

- Al adaptation: "Non-harmful optimization"
(prevent specification gaming via penalty for

unintended harms)[39] ) ) )

- Status: Partially implemented in current ° Buddhist  meaning:  Understanding  of
RLHF emptiness; non-dual awareness

- Development needed: How to encode - Al  adaptation: — "Meta-awareness  of

limitations" (system recognizes boundaries of
its own knowledge)
- Status: VERY LIMITED in current systems
Development needed: How to teach systems to
recognize what they don't/can't know?[36]

unintended harms a priori?
2. SAMADHI (Concentration/Mental Stability)

- Buddhist meaning: Unbroken attention to -
consequences of action
- Al adaptation: "Consequence-tracking"
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4. Important Qualification

The principles above remain highly speculative.
Buddhist ethics was developed for human
practitioners with continuity of experience,
embodiment, and moral agency [45]. Whether
these principles can be meaningfully translated to
Al systems remains an open question.

This section should be read as exploratory
dialogue rather than prescriptive framework.
Empirical testing is required before advocating for
such approaches in deployed systems.

Xl. TESTABLE PREDICTIONS FROM THE
REVERSE PATHWAY

The Reverse Pathway thesis generates specific,
falsifiable predictions. We present these with
careful  qualification of constructs and
acknowledgments of mediating factors.

9.1 Anthropomorphism Gradient

Prediction: Systems with richer self-modelling
increase user over-attribution without
corresponding gains in calibrated uncertainty or
corrigibility [46][47].

Construct clarification: "Self-modelling
sophistication" is operationalised as the degree to
which a  system generates first-person
self-referential language (e.g., "I think," "I
believe," "I feel") and meta-cognitive commentary

(e.g., "I'm uncertain about this,” "Let me
reconsider").
Mediating  factors acknowledged: The

relationship between self-referential language and
user over-trust may be mediated by interface
design, domain context, prior user beliefs about
Al, and individual differences in theory-of-mind
tendencies. Experimental protocols should control
for these factors through randomisation and
covariate adjustment.

Protocol: Compare user trust ratings and
behavioural reliance across Al systems with
varying degrees of self-referential language,
controlling for actual performance metrics.

Expected finding: A positive correlation between
self-modelling sophistication and user over-trust,

with a minimum detectable effect size of Cohen's d
= 0.50. This corresponds to a medium effect in the
behavioral sciences literature [48] and represents
a meaningful difference in user trust ratings
(approximately 0.5 SD units between high and low
self-modelling conditions).

9.2 Corrigibility Dividend

Prediction:  Agents trained with explicit
corrigibility objectives show lower intervention
resistance and lower reward hacking than
capability-matched baselines[42][43].

Potential circularity addressed: Corrigibility
objectives must be clearly distinguished from
evaluation metrics. We propose: training
objectives = loss terms penalising shutdown
resistance and reward specification exploitation;
evaluation metrics = observed latency to
shutdown compliance and frequency of reward
specification gaming. These are conceptually and
operationally distinct.

Protocol: Train matched agent pairs with and
without corrigibility loss terms; measure
shutdown compliance latency and reward
specification gaming frequency.

Expected finding: Corrigibility-trained agents
demonstrate > 30% reduction in resistance
behaviours.

9.3 Embodiment Insufficiency

Prediction: Sensorimotor embodiment improves
out-of-distribution robustness[44][49] but,
without normative objectives, does not reduce
manipulation risk or value-insensitive
optimisation[35].

Qualification: This prediction is conditional on
current embodiment paradigms. Emerging
evidence suggests interaction effects between
embodiment, training environments, and social
learning. We frame this as: embodiment is not
sufficient for value alignmentt. However, it does
have an effect on relevant behavioural dimensions.

Protocol: Compare embodied versus disembodied
agents on value alignment benchmarks after
equivalent training.
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Expected  finding:  Embodiment improves
perceptual generalisation (OOD accuracy) but
shows no significant independent effect on
deceptive behaviour metrics, controlling for
capability differences.

X. CONCLUSION

10.1 What Has Been Demonstrated

This paper has established several claims with
varying degrees of support:

Conceptually  demonstrated: The Reverse
Pathway thesis provides a coherent framework for
understanding structural differences between Al
and human cognition[50][51]. The Vijhaptimatra
triadic model illuminates why vijiana-first
development, without citta-grounding, generates
systematic failure modes.

Empirically  supported  (indirectly):  The
framework's predictions regarding specification
gaming, simulated empathy, and brittle
generalisation align with observed Al failure
patterns. The testable predictions in Section IX
await direct experimental evaluation.

Principled philosophical stance: The claim that Al
systems categorically lack moral agency due to
absent cetana represents a reasoned position
within the Vijnaptimatra framework. We
acknowledge this claim is framework-relative—it
follows from accepting Vijhaptimatra's account of
moral agency. Readers who reject this account
may nonetheless accept the governance
implications on independent grounds.

10.2 Regarding the Turing Test

The Turing Test serves here as historical
shorthand for the behaviourist assumption that
intelligent behaviour suffices for intelligence
attribution[52]. Our critique targets this
assumption, not specifically Turing's original
formulation or subsequent refinements. The
Principle of Structural Consistency entails that
behavioural equivalence underdetermines
structural equivalence, which is why Turing-style
tests cannot resolve questions about genuine
understanding or moral agency.

10.3 The Ontological Boundary: A Contestable
Conclusion

The absence of cetana (volition grounded in
karmic continuity) represents a fundamental
boundary, even though AI systems possess narrow
representational  intentionality[40][53]. This
conclusion rests on the Vijiaptimatra
understanding that moral agency requires:

1. Karmic intentionality—actions generating
consequences through their intentional quality

2. Transformative potential—capacity for ethical
development from affliction to awakening

3. Intrinsic bodhi-bjjas—seeds of awakening
present in all sentient consciousness

These features are categorically absent from AI
systems that operate through pattern recognition
alone. Such systems lack embodied history and the
ability to track intentional consequences, which
we argue characterises all contemporary Al
systems and any architecture of this functional

type.

We acknowledge this is a contestable
philosophical position, not a demonstrated
empirical fact. Readers who accept functionalist or
emergentist accounts of mind may reject our
conclusion while nonetheless finding value in the
governance framework's practical implications.
10.4 Practical Intellectual
Openness

Implications and

Regardless of one's metaphysical commitments,
the Reverse Pathway thesis supports several
practical conclusions[43]:

1. Al systems should be governed as
sophisticated tools, not proto-persons.

2. Anthropomorphic design features require
careful regulation given their potential for user
manipulation.

3. Human value inputs must be explicit and
documented, not implicit in opaque training
processes.

4. Corrigibility should be a design requirement,
not an optional feature.

We offer this analysis in the spirit of intellectual
openness—as a contribution to ongoing dialogue
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about Al's nature and governance[54][55], not as
a definitive resolution. The framework's value lies
in the questions it enables us to ask, the
predictions it generates, and the governance
mechanisms it motivates, even for those who
ultimately reject its deeper ontological claims.
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